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INTRODUCTION AND PURPOSE

This handbook is designed to acquaint you with the Town of Abingdon and provide you with information about
working conditions, employee benefits, and the specific policies affecting your employment. As an employee of the Town of
Abingdon, you are responsible for reading, understanding, and complying with all provisions of this handbook. It describes
many of your responsibilities as an employee and outlines the programs developed by the Town to benefit its employees. One

of our objectives is to provide a work environment that is conducive to both personal and professional growth.

Virginia is an "at will" employment state. Accordingly, your employment with the Town is voluntary, and there is no
specified length of employment. Either you, as employee, or the Town, as employer, may terminate the relationship at will with
or without cause, at any time, so long as there is no violation of applicable Federal or State law. Policies set forth in this
handbook are not intended to create a contract, nor are they to be construed to constitute a contractual obligation of any kind or

a contract of employment between the Town and any of its employees.

Please consult the Human Resource Manager regarding any question not answered in this handbook. No employee
handbook can anticipate every circumstance or question about policy. As the Town continues to grow, the need may arise and
the Town reserves the right to revise, supplement, or rescind any policy or portion of the handbook from time to time as it
deems appropriate, at its sole and absolute discretion. The only exception to any change is our employment-at-will policy
permitting you or the Town to end our relationship without reason at any time. Any revised information may supersede,

modify, or eliminate existing policies. This handbook is neither a contract of employment nor a legal document.

It is the policy of the Town of Abingdon that all of its employees shall comply with both the letter and spirit of all
federal and state laws and Town ordinances governing Town operations. Therefore, no employee is authorized to act, or fail to
act in a manner inconsistent with this policy. No employee is authorized to direct another employee to act, or fail to act in a
manner inconsistent with this policy. Likewise, no employee is to act or fail to act in any manner which is inconsistent with this

policy at the direction of another.

It is the responsibility and duty of each employee to promptly report known or suspected noncompliance with this
policy to his/her immediate Supervisor.

Gregory W. Kelly
Town Manager
Effective Revision Date: August 4, 2014

“Good teams tend to outperform great individual players."”
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1. Introduction

l. General Information

A. This document contains the primary employment policies and procedures that provide
guidance to effectively manage human resources within the Town of Abingdon. While no set of written
policies can include every possible situation, these policies, when used as a whole, provide overall
guidance for reasonable, consistent, decision-making.

B. All employees of the Town of Abingdon, those persons who work for the Town in return for
financial compensation, except elected officials and independent contractors, are governed by this
common set of employment policies. The Town Manager may make exceptions to these policies in
special or unusual situations when, in his/her opinion, an exception would be in the best interest of the
Town Policy. Exceptions are documented and maintained in the Human Resource Department.

The policies are intended to provide effective guidance and sufficient flexibility to allow
independent judgment, while ensuring accountability to the public and consistent, equitable, decision-
making. No member of the Town administration, other than the Town Manager, has the authority to
modify any of the terms or provisions of these “Employment Policies and Procedures.”

1. Organizational Vision, Mission and Values

Town Council's vision for the community includes the organizational vision, “Working together,
we will be a progressive community shaped by new ideas and solutions, a skilled and innovative
workforce, and citizen leadership-all distinguished by responsible and traditional values, involvement,
new technology and quality citizen services.” Inherent in Town Council’s vision, the mission of the
employees of the Town of Abingdon is to deliver services to Town residents, workers and visitors in an
efficient, effective and equitable manner and to build a stronger community.

The core values that guide the organization’s actions and decision-making are the following:

A. Respect — appreciating the mixture of similarities and differences in beliefs and behavior

of employees and citizens.

B. Honesty — telling the truth, refraining from cheating and stealing and avoiding conflicts
of interest.
C. Customer Focus — demonstrating a commitment to internal and external

customer service.
D. Personal Responsibility — taking ownership and accepting the consequences of

one’s actions.



E. Integrity — consistently applying these core values even when doing so is difficult

or unpopular.
1. Ethics

The Town expects employees to hold themselves and their coworkers to the highest ethical
standards. Employees are expected to act and make decisions based on public service principles and the
organizational values to achieve positive results.

Public service principles include, and are not limited to:

A. Build trust though honesty and transparency.

B. Seek no personal gain.

C. Treat everyone fairly.

D. Build the community through good stewardship.

Keeping in mind that how results are achieved is as important as the results themselves,
employees are expected to consider an ethical perspective and to seek advice and guidance  whenever
there is any doubt about whether actions or decisions are appropriate. Such advice and guidance is
available from many sources including Supervisors, Department heads, the Human Resources Director,
the Town Attorney and/or Town Manager.

IV.  Employment Relationship

The Town believes that all employees, regardless of role, position, status or salary, make a
critical contribution in achieving the Town’s mission. The Town is committed to providing a safe, non-
discriminatory and alcohol and drug free workplace where employees can work in supportive
relationships and interact responsibly with colleagues and citizens. Managers and employees are
partners in ensuring that the residents of Abingdon receive appropriate services.

V. Employment at Will

Virginia is an “employment at will” state and employees of the Town of Abingdon do not have a
contract of employment. Neither these policies, nor any other document constitutes an express or
implied employment contract or any right to continued employment. These policies are not intended to
and do not imply or create a vesting or a contract entitling Town employees to any specific benefits or
policies of the Town. The contents of this manual and the Town of Abingdon’s policies and procedures

may be changed at any time.



VI.  Overall Administrative Responsibilities

The Director of Human Resources shall normally develop policy recommendations, and the
procedures necessary for implementation of policy, and shall serve as a source of expertise on the intent
and application of the Town’s Employment Policies. In cases where several policies apply to the same
situation, or where conflicts appear to exist, the Town Manager and/or Director of Human Resources are
authorized to make a determination as to the intent and application of policy. The Town Manager has
final authority for the approval and administration of employment policies and procedures.
VII. Department Head Responsibilities

Department head and other designated management officials are held to higher responsibilities
and leadership standards due to their respective departmental rankings. Accordingly, department head
and other designated management officials shall perform the following specific personnel management
functions, including but not limited to:

A. Develop organizational structures and staffing levels based on service needs and
resource availability.

B. Establish and communicate work expectations, develop operating procedures, manage
performance and maintain an effective work environment.

C. Issue departmental rules and operating procedures necessary for the efficient and
effective functioning of the department; however, such rules and operating
procedures shall not conflict with any portion of these Employment Policies and must
be coordinated in advance with the Human Resource Department.

D. Schedule activities within their departments including hours of work, rest and lunch
periods, time to prepare for work and clean-up time.

E. Select applicants for recommended employment and assign duties and responsibilities
to employees within their management area.

F. Recommend promotion, demotion, reassignment, discipline, termination and other
personnel related recommendation for their departments.

G. Make salary recommendations as outlined in the Employment Policies.

H. ldentify training and development needs and provide for on-the-job training (OJT).

I. Ensure that financial and procurement policies are followed appropriately, including
making the best use of fiscal resources, consultants and approved contracts.

J. Department heads may delegate, wholly or in part, the personnel management

functions listed above, with final approval provided by the Town Manager.



VIIIl. Policy Maintenance

Employment policies and procedures are issued and maintained by the Director of Human
Resources. Policies shall take effect on the date of Town Council and/or Town Manager approval, as
appropriate, and shall supersede all previously issued policies. When changes to previous policies and
procedures are approved, information regarding changes will be communicated to the workforce. The
Human Resource Department will fully implement all provisions of the policies in a timely and

reasonable manner.



2. Employment

l. Equal Opportunity Employment Policy

The Town of Abingdon is an Equal Opportunity Employer (EOE) and is fully committed to the
principles of equal employment opportunity. The Town maintains and promotes equal opportunity for all
employees, and applicants for employment, in accordance with relevant state and federal laws. The
Town will not discriminate on the basis of race, color, religion, sex, national origin, age, physical or
mental disability unrelated to the ability to perform the essential functions of the position. The Town of
Abingdon will make all decisions regarding recruitment, hiring, promotions, reassignments, training and
other terms and conditions of employment without unlawful discrimination.

A. All employees of the Town of Abingdon are supervised by, and are responsible to, the
Town Manager and his/her designee, and will adhere to all directives issued by the Town Manager as
well as all ordinances and resolutions enacted and adopted by the Town Council. However, the chain of
command flows from the immediate supervisor(s) of employee, to department head then to Director of
Human Resources, then to Town Manager and his/her designee.

B. Town of Abingdon will not tolerate any form of discrimination, including sexual or racial
harassment, of its employees. Allegations of discrimination will be thoroughly investigated and disciplinary
or corrective action taken as warranted. Reprisals against employees who file complaints of discrimination
are prohibited; however, such protection does not condone unfounded or vindictive accusations of others.
The Town protects the legitimate interests of all parties concerned in a dispute involving allegations of
discrimination. (Refer to Chapter 5, Employee Responsibilities for more information).

C. Reporting Guidelines: Individuals, who feel they have been subjected to discrimination

including sexual harassment, are strongly encouraged to respond by using any or all of the following

procedures:

1. Information and advice about discrimination may be obtained by contacting the Director
of Human Resources or the Town Clerk. Every precaution will be taken to ensure
confidentiality at this informal, information gathering stage.

2. Town employees are strongly encouraged to follow the chain of command to report

any incident of discrimination to his/her immediate supervisor, appropriate department
head, or the Director of Human Resources. Supervisors, appropriate department heads or
other officials, in conjunction with assistance from Director of Human Resources, will

immediately address any act of discrimination of which they become aware.



3. Town employees may use mediation or the formal Grievance Procedure if, after reporting
any allegation of harassment and following the appropriate chain of command, the issue
could not be resolved.

4. Additional information regarding discrimination, including sexual harassment definitions
and reporting responsibilities can be found in Chapter 5, “Employee Responsibilities.”

1. Town of Abingdon Diversity Plan

The Town of Abingdon’s goal is to hire and retain a workforce that is representative of the
Community and reflective of the relevant available labor pool. To achieve this goal, the Town is
committed to the following actions designed to attract, diverse, qualified applicants:

A. The Town shall use non-discriminatory, equitable process to fill all positions. All persons
wishing to apply for a vacant position, advertised to the public, will have the opportunity to do so.

B. Recruitment advertising may include a variety of formats and targeted resources such as
print, the Internet, other media and firms specializing in minority recruitment to attract a diverse pool
of qualified applicants for all vacancies.

C. All recruiting announcements will contain the following statement: “The Town of
Abingdon is an Equal Employment Opportunity Employer.”

D. Recruitment and selection training for hiring officials will be held periodically and will
include interview techniques, cultural awareness, human relations, and objective hiring practices.

E. External Communication:

1. The Town’s job vacancy announcements may be available on the Town’s website and
interested organizations are encouraged to check it regularly.

2. The Human Resource Department will communicate with representative educational
institutions, including vocational schools, for purposes of recruitment.

F. The Town's Diversity Plan is to hire without regard to differences and to develop valuable
dimensions within each employee so that when combined, these differences form a mixture of talent
and skills unique to the group. In order to use everyone's talents to achieve business goals, the Town
will embrace and recognize all differences to include but will be not limited to race, ethnicity, gender,
age, physical and mental abilities, religious beliefs, political beliefs and other ideologies. Each
individual will be respected for the skills and talents they can provide to a collective team.

G. Assignment and Responsibilities for the Diversity Plan:

1 General Responsibility: All employees are expected to contribute to maintaining a
respectful workplace. The actions of every employee are important to achieve Diversity
Plan goals.



2. Supervisory Personnel: Supervisory personnel are responsible for supporting a
respectful and non-discriminatory environment. Management decisions including
those regarding hiring, promotion, working conditions, job assignments, training
programs and opportunities for serving on committees and panels shall be based on
job-related factors. Supervisory personnel are the primary source of information for
employees under their direct supervision concerning the EOE Policy and Diversity
Plan.

I11.  Criminal Convictions

Criminal charges and convictions may pose detrimental effects upon continued employment.
Being convicted of a crime, depending upon the severity and circumstances involved in the given
situation, can impact an employee's status and may lead to discipline up to and including termination.

On-Duty Charges:  Any employee charged with any kind of unlawful activity while on duty
shall notify his/her Department head and the Town Manager within twenty-four (24) hours after the
charges are placed/arrest is made.

Off-Duty Charges:  Any employee charged under a federal or state statute of committing any
kind of felony, driving under the influence or a misdemeanor involving moral turpitude (acts which
include lying, cheating or stealing), shall notify his/her Department head and the Town Manager within
five (5) business days after the charges are placed/arrest is made.

Non-exclusive elements of the Town will consider in evaluating charges and/or convictions and
their effect, if any, on his/'her employment include the nature and severity of the charges and/or
convictions, including their relationship to the employee's position and responsibilities and the potential
impact upon the Town's operations and liabilities.

IV.  Merit Principles and Selection

A. A merit system is a system by which selections, appointments and promotions in public service
are based on qualifications and competence rather than political favoritism, seniority or other non-job
related factors. The Town supports the principles of a merit system for selection and performance
evaluation to recognize and reward job-related factors.

B. Initial selection to classified positions and promotion to higher level positions shall be based
upon open competition among qualified applicants. Employees are encouraged to apply for positions in
which they are interested and qualified. Town employees will be given serious consideration for

vacancies based upon qualifications necessary for the position sought.
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V. Recruitment

A. The Director of Human Resources shall develop and maintain effective recruitment
processes that attract a candidate representative of the community and possessing the education, skills
and abilities to meet the current and future needs of the Town.

B. Requisitions: Newly established, or vacated positions, shall normally be authorized for
filing through a requisition process initiated by the department with the vacant position. A request to
fill the position including appropriate justification regarding the operational need for the position, salary
information and other pertinent data shall be completed and forwarded to the Town Manager for
approval. Upon approval, the requisition is forwarded to Human Resources to begin the recruitment
process.

C. Filling of Vacancies: Vacant positions may be filled by recruitment from inside and/or
outside sources, as appropriate, in coordination with the selecting Department head or designee.
Vacancies may also be advertised with the local employment commission, newspapers and electronic
media, other government agencies, journals, private recruiting firms, colleges, professional and civic
organizations, churches and other sources.  The Town supports cross training, job rotation and
promotion from within and may confine competition for vacant positions to members of the Town
workforce or a specific department if determined to be in the best interests of the Town.

D. Advertisements: Vacancy listings and/or postings shall be developed and used to attract
applicants for most Town positions. Normally, vacancies shall be advertised for a minimum of five (5)
business days and applications will be accepted only when a position is posted. However, high turnover
positions may remain continuously under recruitment in order to maintain pools of qualified candidates
and to quickly fill such positions as vacancies occur. In addition, the Director of Human Resources may
accept applications for employment at any time in anticipation of future needs. Such applications may be
included in future competitive processes.

E. Application Process: The Director of Human Resources shall provide the methods and
means by which interested parties and current employees may apply for positions under recruitment.
Typically, application for Town employment requires completion of computer-based employment
application forms which allow applicants an opportunity to accurately reflect their education, training,
and previous work experience. Alternate employment application forms may be accepted when it is in the
best interest of the Town. The Director of Human Resources, individual departments, or outside firms,
agencies or consultants, as approved by the Director of Human Resources, may administer the process.

F. Examinations: The application process may include examinations such as alcohol and

drug testing, skill testing, written examinations, personal interviews, assessment centers, physical agility
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testing, medical, physical and/or psychological assessment, as determined appropriate and lawful,
where such examinations would relate to specific roles.

1. Every person taking a rated or scored examination is entitled to inspect his/her own
rating or score and examination materials; however such materials shall not be made
available to the general public. Inspections shall normally be permitted during regular
business hours in the Director of Human Resources in the presence of appropriate
staff.

2. Every person engaged in a rated or scored examination may request correction by
providing documentation to the Director of Human Resources that the examination has
been incorrectly rated or scored. Examination materials shall be maintained for a period
of two (2) years.

G. Background Checks: In the interest of public welfare and safety, all positions such as
those in public safety, positions that include working with children, those responsible for handling
money and others, require that applicants successfully complete background checks including, but not
limited to, personal reference checks, criminal history and child abuse registry to ensure that the
applicant’s past conduct is compatible with the nature and requirements of the position under
consideration. An applicant for a position that requires driving a vehicle shall provide a copy of his/her
official Department of Motor Vehicles (DMV) record or shall authorize the Town to obtain a copy of
the DMV record. The applicable department, in conjunction with the Director of Human Resources,
shall determine the positions and specific checks that will be utilized. In all cases, appropriate state and
federal laws shall be followed.

H. Qualifications: Qualifications are the education, experience, competencies, skills, abilities,
knowledge and other attributes determined most likely to predict successful job performance in a
position or group of positions with similar requirements and levels of responsibilities. Acceptable
background information and driving record, when required, are included in the attributes necessary to
meet minimum qualifications.

I.  Screening of Applicants: A screening process shall determine those candidates who meet the
qualifications for the position(s) to be filled. Such screenings may include, but are not limited to, a
review of submitted applications, resumes, education and experience credentials, references, preliminary
interviews and other relevant information. Town of Abingdon employment records will be reviewed as a
part of the screening process, when an applicant is a current or former employee of the Town. Screening
may be completed by Director of Human Resources, Department head(s) or outside public or private

agencies, as deemed appropriate by the Director of Human Resources.
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J. Periodic Medical Examinations: Some positions with the Town, such as public safety
employees, require periodic physical examinations or medical tests as a condition of employment. In
positions where regular physical examinations are required, the Town is responsible for the cost of the
exam and any test or procedure related to the basic physical exam. Problems or conditions which need
medical treatment, and any additional medical exams needed as a result of the basic physical exam, are
the responsibility of the employee. Questions regarding responsibility for such medical costs shall be
directed to the Director of Human Resources before additional treatment or testing is performed.

V1. New Employee Orientation

When a conditional offer of employment is given to an applicant, the on-boarding process
will be scheduled by the Director of Human Resources. Ideally, this on-boarding process should be
completed before the first day of employment. Employee orientations may be held for new
employees or during times when policies have been changed. All appropriate payroll and benefit
paperwork needs to be completed before the first day of employment.

VIIl. Position Categories

A. All Town positions fall into one of the following two categories:

1. Full-Time — those positions approved by Town Council and confirmed individually in
the annual budget, based on an on-going full-time service need. Employees work a
continuing schedule as it applies to their department’s regular work hours, normally
2080 hours annually. The positions are included in the Town’s pay plan and assigned to
a pay grade and range. Employees are eligible to receive all Town benefits.

2. Part-Time — those positions approved individually in the annual budget based on an
on-going service need or structure shall not exceed 28 hours in a work week subject
to state and/or federal mandates and/or regulations. Part-time positions will not be
eligible to receive Town benefits.

VIIl. Employment of Special Categories of Individuals

A. Nepotism:

1. To maintain the highest level of trust and support from the community, to avoid
situations that might result in unfair or preferential treatment of employees and/or the
public, and to avoid any appearance of conflict of interest, the Town limits the
employment and work assignment of employees, regardless of category, that are related

to each other or to current Town Council members.
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Members of the same family are eligible for employment with the Town; however,
such employment may not result in a Public Official or an employee directly or
indirectly supervising a member of his/her immediate family.

In the event that a relative, as defined herein, is deemed to possess qualifications,
experience and expertise superior to other applicants within the full candidate pool for
that position, the Town Manager may make a determination with regard to an official
job offer. This policy applies to all categories of full-time and part-time employment
and shall not apply to temporary and/or seasonal positions which can be filled at the

discretion of the Town Manager.

3. Definitions:

a.

Town Council members are those individuals serving a current term of office as a
part of the Town’s elected governing body.

Public Officials are individuals elected or appointed to a position.

Employees are individuals hired through competitive processes to serve the Town of
Abingdon.

For the purpose of this policy, immediate family is defined as a spouse, parent,
spouse’s parent, child, brother, sister, grandparent, grandchild, brother or sister-in-
law, legal guardian and equivalent step-relations, as well as non-related individuals
residing in the same household.

Indirect supervision includes, but is not limited to, being in a position to affect the
terms and conditions of another’s employment, including making decisions about
work assignments, compensation, grievances, advancement or performance

evaluation.

4. Guidelines:

No Public Official, or employee, of the Town of Abingdon may directly or indirectly
supervise or otherwise have access, control or influence over work activities or salary
decisions for immediate family members.

Employees may not be hired, promoted, demoted or transferred to a work
assignment that creates a situation in conflict with this policy.

With respect to indirect supervision, employees in positions senior to their immediate

family members are responsible for recognizing situations in which employment
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interactions may be in violation of this policy and must recuse themselves from any
involvement, or decision-making, pertaining to their family member.

d. When the relationship between employees changes, such as through marriage,
adoption or living arrangements, creating a situation that violates this policy,
employees must notify their Supervisor immediately and must be in compliance
with the policy within three (3) months.

e. In certain situations, such as public safety emergency response or weather related
emergencies, employees that do not normally fall within the Supervisory chain
of command, including family members, may work together and/or
supervise one another for the duration of the emergency.

B. Employment of Non-US Citizens: Non-US citizens possessing requisite documentation
to legally work in the United States legally shall be considered for selection, promotion and all other
personnel actions on the same basis and under the same processes as US Citizens.

C. Employment of Virginia Retirement System (VRS) Retirement Benefit: A retired
individual receiving a VRS retirement benefit may not be employed in any full-time position unless he or
she agrees to suspend the VRS benefit payments for the duration of the employment.

D. Age Requirements: Persons under the age of 16 shall not be employed in full-time or
part-time positions. The employment of persons under the age of 18 shall conform to Virginia labor laws
governing the employment of minors. Sworn Public Safety employees holding full-time positions must
be at least 18 years of age but no more than 70 years of age.

IX.  Driving Policy

Effective service to the citizens and efficient use of Town resources requires safe,
accident free, operation of the motor vehicles used to perform official duties while adhering to all
applicable laws, statutes and ordinances pursuant to Code of Virginia, 846.2, et. seq. This policy
establishes the guidelines and procedures which govern vehicle operations, including driving and accident
record review, as well as the disciplinary and rehabilitative measures that may be implemented. These
guidelines rely on a three-pronged philosophy of acceptable driving history, driver’s training and on-
going accountability for individual actions. The Town’s core value of personal responsibility, taking
ownership and accepting the consequences of individual actions, is the central component of these
guidelines. The Director of Human Resources, in conjunction with the Legal Department, will ensure
that all state and local requirements relevant to requests for information and official driving records are

followed including appropriate security of all forms, records and documentation.
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A. All newly hired employees that drive Town vehicles must satisfactorily complete a
Director of Human Resources sponsored Defensive Driving course as scheduled by the Defensive
Driving Instructors within ninety (90) days of hire. Current employees that drive Town vehicles must
maintain an acceptable Driving Record and attend a Town sponsored Defensive Driving course in
accordance with the plan established by the Virginia Municipal League, which requires training
to be held annually.

B. Driving Record reviews for current employees include annual review, for cause review,
periodic review and when an employee applies for or seeks promotion to a position that requires driving

a Town vehicle. A minimally acceptable driving record for a current employee includes the following

components:
1. -4 or fewer demerit points
2 No DWI1/DUI convictions within the last three (3) years
3. At least three (3) years of continuously valid licensing
4 An overall pattern of safe vehicle operation and driving habits
C. The following conditions are unacceptable and normally prevent an employee from

operating a Town vehicle until his/her driving record improves to a minimally acceptable level, or he/she

meets other specific requirements established by the Director of Human Resources:

1 -5 or more demerit points
2. DWI1/DUI conviction within the last three (3) years
3. A license suspended due to driving violations, or accidents, unless the employee has

completed three (3) full years with no subsequent moving violations, at-fault accidents
or penalties. A license suspended due to administrative penalties is a concern but
would not typically disqualify an employee unless there is evidence of him or her
having knowingly driven with a suspended license.

D. Consequences:

1 In the situation where a current employee’s Driving Record is minimally acceptable, but
indicates that one additional violation of any kind will place him or her in the
unacceptable category, the employee will be notified and required to satisfactorily
complete a DMV certified Driver Safety and Awareness Course, also known as the
Driver Improvement course. The Director of Human Resources will deliver the
Driver Safety and Awareness Course on a regular basis or an employee may attend a
certified course offered elsewhere in the Town. In either case, the employee is

responsible for any cost incurred to take the course. Attendance at a Driver Safety and
16



Awareness course offered by the Director of Human Resources is normally considered
regular working time. Failure to complete a certified course, within the time period
designated in the notice of requirement, may result in driving restrictions and/or
disciplinary action.

An employee charged with an on or off-duty DWI/DUI is required to inform his/her
Supervisor of such charge and is normally prohibited from driving a Town vehicle
until a decision regarding the charge is rendered by the Courts. Assignment to a non-
driving position, if available, is at the discretion of departmental management. If a
non-driving position is not available, the employee may be required to take appropriate
leave or be placed on administrative leave without pay pending the outcome of court
proceedings. An employee charged with on or off-duty DWI/DUI is also subject to
the “Drug and Alcohol Testing” provisions of the Town's Employment Policies and
Procedures.

An employee who drives or is found to have knowingly driven a Town vehicle with a
suspended or revoked driver’s license is subject to appropriate disciplinary action. In
addition, the employee may be subject to quarterly Driving Record review for a period
of one (1) year.

Disciplinary action, up to and including termination from employment with the Town,
may be initiated when an employee has an unacceptable driving record, and/or loses
his/her driving privileges via revocation or suspension. Disciplinary action may be taken
if an employee engages in misconduct or demonstrates poor performance relative to
operating a Town vehicle as determined by his/her Supervisor.

Action taken in accordance with the Town’s disciplinary policies may be in addition to
driving prohibitions implemented by the provisions of this Driving Policy.

In unusual situations, Department heads and the Director of Human Resources
may consider an employee’s performance and overall employment history prior to the
implementation of driving restrictions. In some cases, due to significant liability
concerns, driving restrictions may be implemented regardless of court actions.

If, based upon agreement between the Director of Human Resources and relevant
Department head, an employee may be allowed to continue driving Town vehicles.
After an employee is convicted of a DUI, he or she must successfully complete the
Virginia Alcohol Safety Action Program (VASAP) when mandated by the Division of

Motor Vehicles (DMV);obtain a restricted license through the DMV
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enabling him/her to drive to work, complete a course of action determined
appropriate to have license reinstated, authorize DMV record checks at least quarterly
and have no subsequent recordable citations or accidents.

X. Safety

The Director of Human Resources coordinates and communicates a Safety Program for all
employees beginning with New Hire Orientation and continuing throughout employment. The goal
of the Safety Program is to protect the safety and health of Town employees, assist in preventing
accidents and injuries, increase efficiency of operations, and save money for the taxpayers of the Town.
Each Town employee is fully responsible for implementing the provisions of the Safety Program as it
pertains to operations under his/her control.

A. Personal Protective Equipment: Personal Protective Equipment (PPE) is any device or
material worn to protect a worker from exposure or contact with any harmful substance or force.
Examples include but are not limited to, hardhats, goggles, face shields, safety glasses, steel-toed
boots/shoes, gloves, ear plugs and sunscreen. PPE's should be used in conjunction with administrative
controls to provide for employee safety in the workplace.

Department heads and Supervisors are responsible for determining appropriate hazard controls
for each work application. Each Department head and/or Supervisor is responsible for issuing proper
safety equipment to employees and shall follow the Occupational Safety and Health Administration's
(OSHA) guidelines and standards to include 29 CFR 1910.132; 29 CRF 1910.133; 29 CRF 1910.135;
29 CRF 1910.136; 29 CFR 1910.138; and 29 CRF 1910.335.

If any Department head or Supervisor determines that training is needed on how to properly
wear PPE's, they must contact their department's appointed Safety Team Member to schedule training.
Each department's Safety Team Member will confer with the Director of Human Resources when
training is needed for employees.

If a particular PPE is required on the job and is not worn and an accident occurs, enforcement of
the policy may occur in the form of disciplinary action for failure to wear the appropriate PPE.
Supervisors will document any interactions such as coaching or reminding employees about proper
PPE use along with other safety issues related to the work/job. Documenting these interactions
demonstrates management's commitment to safety and can help reduce liabilities if legal issues arise.
XI. Reporting Employee Accidents and Incidents

Employees involved in an on-the-job accident or incident which results in an injury or potential

injury, no matter how slight, must report the accident to their Supervisor immediately. The Supervisor
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must complete the Employee Incident/Accident Report form in writing. Failure to report any such injury
may result in the loss of Workers’ Compensation benefits.

In the event of an accident causing serious injury the employee or co-workers should
immediately call 911.

Job-injuries will be handled in accordance with Workers' Compensation laws pursuant to
Virginia Code, Title 65.2. An employee who is injured while on the job must notify the Nurse on call at
877-243-0898 within forty-eight (48) hours to be eligible for coverage provided under the Workers'
Compensation Act. As part of our Drug and Alcohol Free Work Place, an employee may also be
required to submit to testing as a result of an injury on the job. A panel of physicians will be provided,
and must be used initially should an employee be injured on the job. If a specialist is needed, the panel
physician will arrange for an appointment. Payment could be denied if an employee fails to follow this
procedure.

Town employees who are involved in a motor vehicle accident must contact 911
immediately to report the accident.  All motor vehicle accidents occurring on private property or
public highways are to be investigated by the local police department or Virginia State Police.
Employees involved in an on-the-job accident or incident which results in an injury or potential injury,
no matter how slight, must report the accident to their Supervisor immediately. Said employee involved
in said accident/incident and issued a citation will be required to submit to alcohol testing, either breath
and/or saliva, at the scene of said accident/incident and will be required to submit to drug testing within
thirty-two (32) hours. Said employee will be suspended until the results of said alcohol and drug testing
are returned to the Director of Human Resources and discussed with employee's department head,
Supervisor and Town Manager. Employee will be required to complete a defensive driving course
within three months of returning to said employment.

In the event that the employee is not charged with a moving violation, employee will be
required to submit to drug testing within thirty-two hours. Said employee will be suspended until the
results of said alcohol and drug testing are returned to the Director of Human Resources and discussed
with employee's department head, Supervisor and Town Manager. Employee will be required to
complete a defensive driving course within three months of returning to said employment.

The Director of Human Resources will assist in the investigation of all accidents/incidents in an
effort to prevent a similar situation from occurring in the future. A review of the accident/incident will
be reviewed by a committee comprised of the department head or Supervisor, Director of Human

Resources and the Police Chief.
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XIl.  Initial Employment Period

A. The Town of Abingdon uses an initial employment period as an integral part of the
employment process, for employees holding full-time and part-time positions, to determine the
suitability of an employee for his/her position. The initial employment period shall be used to assess new
employees’ work performance, interpersonal behavior and conduct and to allow sufficient time for an
employee to adjust to his/her position and work environment.

B. Length of Initial Employment Period: The initial employment period shall be six (6) months
from the date of hire or date that an employee attains a full-time position.

C. Extension of Initial Employment Period: Six (6) months is normally sufficient time to
evaluate the suitability of the employment relationship but, in rare instances, an extension of the initial
employment period may be warranted. Department heads may, with specific, job-related justification,
extend the initial employment period for an additional period not to exceed six (6) months for a total of
twelve (12) months. Extensions of the initial employment period shall be in writing and shall be
included in the official personnel file located in the Human Resource Department. The extension must be
discussed with the Human Resource Department and communicated to the employee prior to the end of
the original initial employment period. The employee shall be notified in writing of the specific reasons
for such extension as well as the specific performance results necessary to ensure on-going employment.
An example of an appropriate justification for an extension of the initial employment period is when a
new employee has experienced an injury or illness and is unable to work for an extended period of time.
In such a situation, an extension of the initial employment period equal to the length of the absence from
work, up to six (6) months, may be needed to adequately observe and evaluate the employee’s
performance. Public Safety employees attending the Police Academy will start probation period the
first work day following graduation from Academy.

D. Disciplinary Actions during Initial Employment Period: Employees who have not
completed their initial employment period may be subject to disciplinary action as outlined in Chapter 5,
“Employee Responsibilities” as determined to be appropriate by the Supervisor and/or Department head.
Employees disciplined and/or separated from employment during the initial employment period have no
appeal or grievance right against such disciplinary action(s).

XI1l. Scheduling of Work

A. Typical Work Schedule: Town employees’ work schedule follows the official business
hours of Monday through Friday from 8:30 a.m. to 5:00 p.m., with a one-half to one hour lunch period,
unless covered by a Supervisor approved alternative work schedule. A regular work day is a day in

which work is performed according to the assigned work schedule or approved leave must be taken.
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B. Alternative Work Schedules:

1. Individual departments and work groups may set alternate work schedules, as needed,
to effective services.

C. Lunch periods: In most situations, employees are expected to take a meal break during the
course of the assigned work time. Employees shall consult their Supervisor regarding scheduling meal
breaks or requests for alternate schedules.

D. Travel time:

1. Travel from home to the workplace is not considered work or paid time. However,
once an employee reports to work, required travel from one location to another during
the duty period is considered work and shall be counted as paid time.

2. The time needed to travel to destinations outside of the normal work location, or to
and from out of town or state destinations in excess of the usual travel from home to
the workplace, required to conduct Town business is normally considered paid time
and shall be included in hours worked for overtime purposes. Examples of Town
business requiring such travel include training events, conferences or meetings in other
localities or similar situations.

XIV. Separation from Employment/Retirement

A. Resignation is a separation from employment initiated by an employee. Employees who
leave their position due to resignation shall normally provide at least two weeks written notice to their
Department head. Supervisors shall document verbal resignations in writing.

1. In the event that an employee is within his/her initial employment period, the two
week notice is encouraged but not required.

2. Once a resignation is submitted by the employee, either verbally or in writing, it may
not be withdrawn unless the Department head, or designee, agrees to such a
withdrawal.

B. Retirement is a separation from employment that may be initiated by an eligible employee, as
in the case of voluntary retirement, or by management, as in the case of mandatory retirement because of
age in sworn public safety positions. In either situation, VRS rules apply.

C. Separation Without Prejudice shall be used to separate an employee who is unable to report
to work due to circumstances beyond his/her control such as Reduction in Force; an incapacitating
medical condition that is not or cannot be resolved; the loss of a required license; circumstances causing
conflict with Town policies, such as nepotism; incarceration; or similar situation. Employees shall

normally be given seven (7) calendar days advance written notice of the separation without prejudice.
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D.  Separations due to disciplinary action are described in Chapter 5, “Employee
Responsibilities.”

E. An employee may be separated at any time during the Initial Employment Period if he or
she fails to perform at an acceptable level, fails to demonstrate acceptable dependability, conduct or
suitability for the position and/or needs of the Town.

F. If an employee wishes to use annual, and/or compensatory leave time prior to separation,
department procedures for requesting and granting leave time must be followed. An employee who has
unused annual leave, adjusted hours and/or compensatory time in excess of two-weeks shall normally be
paid for such unused paid time off in a lump sum payment ($5,000 initial limit) at the time of separation
rather than remaining on the payroll until all such time off is exhausted. (See Chapter 3 - Benefits, XVIII
Full Time Leave Benefits).

G. Workload, staffing shortages and other circumstances may prevent paid leave being granted to
the employee, in which case the employee shall be paid for all accumulated annual leave, compensatory
time and adjusted hours at the time of separation, as appropriate.

H. Prior to, or at the time of separation, the employee must return all Town owned materials and
equipment to the Supervisor. The employee must also make arrangements and provide a forwarding
address to receive the final paycheck and statement of annual earnings (Form W-2). The Director of
Human Resources may contact the separating employee to discuss benefit options and schedule an exit
interview.

I. Exit Interview: An exit interview is a meeting between a separating employee and the Director
of Human Resources. The interview is encouraged in all voluntary separations, including retirements, and
is normally held no later than two weeks after the employee’s last day of service. During the exit
interview, the employee may complete an exit interview form, discuss his/her reason(s) for leaving and learn
about the status of benefits, reinstatement privileges and retirement, if applicable. The exit interview is
not intended as a counseling or grievance session. The information gained from the employee on subjects
such as pay, benefits, training and working conditions provides important feedback that may contribute
to improved job satisfaction for Town personnel.

XV. Reinstatement

An employee who voluntarily leaves Town employment in good standing may be reinstated, if re-

employed within one year from the date of separation, at the Department head's discretion and approval

of the Town Manager.
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XVI1. Personnel Files

A. Personnel files contain written material about an employee’s employment. Written
information related to employment is considered a personnel file regardless of where the records might be
physically located. Official personnel files for each Town employee are maintained in the Payroll and
Human Resource Offices only. Individual departments may also maintain files relevant to departmental
employees as long as those files are in a locked, secure location. Employees, Supervisors, and
Department head(s) may identify materials to be included in the personnel files, subject to management
approval.

B. Documents that are a part of the personnel file include, but are not limited to, job
specification, grade or pay range assignment, employment application/resumes, employee pay and benefit
information, performance evaluations, disciplinary actions, counseling documentation, supervisor’s
job-related notes, employment agreements, commendations and education materials.

C. All medical information, such as Family Medical Leave certifications, ADA materials
including requests for accommodations, results of physicals or drug/alcohol testing, is maintained in files
maintained separately from personnel files.

D. In accordance with the Government Data Collections and Dissemination Practices Act,
every employee has the right to review his/her personnel file(s). In addition, employees may challenge,
correct and/or include a written statement to provide information related to any document in the
personnel file(s). All employees will notify Director of Human Resources to make any changes. For
example, employees can change their address, phone number, marital status, number of dependents, and
beneficiary information as needed throughout the year.

1. Requests for review may be made to Human Resources through a variety of means such as
e-mail, memo and telephone or in person.
The file will be made available as soon as reasonably possible.
Copies of materials within the file will be provided at the employee’s request.

The file may not be removed from the office.

o~ w N

A staff member from Human Resources, the Department head or the Supervisor shall be
present during the review.
XVII. Release of Information

A. The Director of Human Resources treats information provided by employees as
confidential. ALL requests for employment information or employment verification shall be
forwarded to the Director of Human Resources for appropriate response, in accordance with relevant laws

and regulations.
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B. The Director of Human Resources may release specifically requested information to
employees or former employees, other Town departments and local, state and federal agencies in order to
allow those departments and agencies to perform their necessary duties as follows:

1. Information Requested by Employees: Current and former employees of the Town have the
right to review any information in their personnel files. An employee, or designee, may review
the contents of his/her official personnel file by visiting the Director of Human Resources
during normal office hours. Proof of identity must be provided before the personnel file may
be reviewed.

2. Information Requested by Town Departments: Routine information such as dates of
employment, job title and salary history shall be given to representatives of Town departments,
if the department has a valid need for the information and the information is concerning an
employee of that department. Information requested by another Town department shall not
normally be provided unless the requesting department has a valid need for the information,
such as when an employee from another department is being interviewed for a position.

3. Information Requested by Individuals outside the Town: Requests for information
concerning Town employees are often received from federal agencies, credit bureaus,
individual employers and others.

The following information is given in response to such requests:

a. Verification of name.

b. Verification of employment.

C. Present employees — verification that the person is employed by the Town and the
job title.

d. Former employees — verification of dates of employment and the job title, not

including the reason for separation.
e. Salaries of employees who earn in excess of $10,000 annually are a matter of
public record and must be released upon request.
f. Additional information may be released upon presentation of a valid subpoena or
court order.
Any requests from an outside agency must be accompanied by an original, signed, notarized
release of information form before any employee information can be released to the outside agency. No
representative of the outside agency may meet with current employees or arrive on any Town property

without authorization of the Director of Human Resources or the Town Attorney.
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3. Benefits

An array of Town provided benefits combined with direct salary or wages establish a total
compensation package that supports the Town’s goals of attracting, rewarding and retaining employees
who are representative of the community and fully able to deliver services at acceptable levels. The
benefits are outlined within this chapter.

I. Right to Make Changes

From time to time, conditions or circumstances may require that the Town make changes,
additions, or deletions to its benefits program for both active employees and retirees, as the Town
determines are appropriate. This policy does not grant employees or retirees vested benefits. In other
words, employees and retirees are not guaranteed current or future benefits, unless required by federal or
state law.

I1. Medical and Dental Coverage

A. Eligibility: Group medical and dental coverage is currently available for all full time
employees and their eligible dependents. Enrollment takes place at new hire on-boarding and coverage
typically begins the 1st day of the month following the date of full-time hire and thereafter during Open
Enrollment periods. Employees may make changes in their coverage during open enrollment periods and
when a life qualifying event occurs that allows changes such as marriage, divorce and birth or adoption
of a child.

B. Cost of Coverage: The Town currently pays the full cost for the employee’s coverage (single
coverage). Employees who elect to cover their eligible dependents are responsible for a portion of the cost
of the dependents’ coverage. Payment for dependent coverage must be made through payroll deductions
and is automatically processed on a pre-tax basis unless, the employee submits a written waiver to the
Director of Human Resources.

I1l1.  Group Life Insurance

A. All full time employees are eligible for the Town’s basic group life insurance plan. The
life insurance plan is administered by the Virginia Retirement System (VRS) and underwritten by a
provider selected by VRS.

B. Coverage for death due to natural causes is two times the annual base salary, rounded up
to the nearest thousand dollars. The accidental death benefit is four times the annual salary. The Town
currently pays 100% of the cost for the basic group life insurance plan.
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. Optional Group Life Insurance

A. All full-time employees are eligible to purchase optional group term life insurance for
themselves, their spouse and their children.

B. The employee is responsible for 100% of the cost of the optional life insurance.

C. Employees may purchase coverage in amounts of 1, 2, 3, or 4 times their annual salary.
The amount of coverage available to spouses and children depends upon the amount of coverage selected
by the employee.

V. Retirement

A. All full-time employees are enrolled in the Virginia Retirement System (VRS) based upon
the date of hire. An employee hired between the first and fifteenth of the month, begins coverage on the
first of the month of hire. An employee hired after the fifteenth of the month begins coverage the first of
the following month.

B. VRS is a state retirement system and all rules and regulations regarding contributions and
retirement benefits are made by the State legislature. The Town, as a member employer, must comply
with all regulations as set forth by the legislature.

C. An employee may request a refund from VRS, or a portion of retirement contributions,
upon termination from employment in accordance with VRS regulations.

D. Retirement benefits are based on three factors: years of service; the plan an
employee is enrolled in (Plan I, Plan Il or Hybrid); and the age at the time of retirement.
Details concerning the Virginia Retirement System are covered in the Handbook for VRS Members,
available at www.varetire.org.

E. The Town reserves the right to participate in another retirement system should it deem
appropriate.

F. All employees should be aware that it takes VRS three (3) months to process a
retirement application. Therefore, when considering retirement, all employees are encouraged to
schedule an appointment with the Director of Human Resources as soon as possible. There are several
forms, tax considerations, payroll and other issues that must be resolved before an employee can retire.
For example, many employees depending on their age file for social security as well. Each employee
considering retirement must consider continuing health insurance, life insurance, and also how they
will handle tax withholding on their retirement income. Another consideration is annual and sick leave
balances, if any. Please schedule an appointment with the Director of Human Resources to develop a

plan.
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To get an estimate of your retirement benefits an employee can fill out VRS-form 60 and mail it
to VRS or call 1-888-827-3847. Forms can be found at www.varetire.org

It is also important to inform your Supervisor as soon as possible once you have decided to
retire. Retirement is considered a voluntary action similar to a resignation. Department heads will
need time to plan and schedule the work as the employee transitions from employment to retirement.

Retirees will receive the following in recognition of their years of dedication: a retirement clock,
a framed Town seal, $200 worth of gift cards, and a departmental luncheon organized by the Director of
Human Resources.

VI. Deferred Compensation

A. The Deferred Compensation Program is an individual income investment plan authorized
by Section 457 of the Internal Revenue Code, which can be used as a supplement to retirement plans and
Social Security

B. Eligibility:

1 Employees holding fulltime positions are eligible to participate in the Deferred
Compensation Program effective with the date of hire.

4. Employees eligible for a distribution from International Town/County Management
Association (ICMA-RC) due to their age and retirement status are not eligible to
contribute to the deferred compensation program as an active employee.

C. As a part of an overall benefits program, the Human Resource Department coordinates the
Deferred Compensation Program. The Program is directly administered by the International
Town/County Management Association Retirement Corporation (ICMA-RC), which is specifically
organized to promote voluntary retirement plans for local government employees. Participant
contributions are deducted on a pre-tax basis. Program participants have numerous investment choices
from which to choose. All contributions remain with ICMA-RC until the funds are withdrawn in
accordance with ICMA-RC guidelines upon separation from employment, retirement or death.

D. Program Guidelines:

1. Individual voluntary contributions to the employee’s Deferred Compensation account
shall be made by the employee through payroll deductions. Contributions must be at
least $5.00 per pay period and may not exceed the maximum allowed by law.

2. Initial enrollment and changes in deductions shall be submitted to the Human
Resource Department. A signed authorization form is required prior to actual

deductions or changes.
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3. ICMA-RC Responsibilities:

a. The ICMA-RC will assign an account manager to the Town of Abingdon who shall
be accessible and periodically meet with employees.

b. ICMA-RC will provide general information and individual account information
directly to employees.

The Director of Human Resources coordinates with the ICMA-RC account manager and provides
routine information to participants about Deferred Compensation.

VII. Employee Assistance Program

A. The Town currently contracts with Highlands Community Services ("HCS"™) located in
Abingdon, to provide an Employee Assistance Program (EAP) for its employees and their families.

B. Services:

1. Individual: The EAP is a service to help resolve personal problems that may be
interfering with work performance or home life. Examples include marital and family
conflict, drug and alcohol abuse, financial, emotional, career and employment
concerns, and parenting issues.

2. Groups: HCS may work with workgroups directly, or provide intervention strategies as
needed, to address issues contributing to poor working relationships or an ineffective
work environment.

C. The staff of HCS is bound by contract with the Town and professional standards to keep all
information, including visits, conversations, and employee information strictly confidential to the extent
allowed by law. HCS will not acknowledge that an employee has contacted them, unless the employee
provides written consent to do so or the employee was referred by the Town. When an employee is
referred by management, HCS only advises the Town of the contact and whether or not the employee
participates.

D. Procedures:

1 Employees or members of their families may self-refer and contact HCS directly.
HCS can be contacted at (276) 525-1650. Supervisors may encourage employees to
contact HCS or they may make a Supervisory Referral to HCS, as described below, if
he or she believes that poor performance or inappropriate behavior is the result of
personal problems.

2. Employees who test positively for drugs or alcohol under the Town’s Drug Free

Workplace Program may be referred to and required to meet with HCS.
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3. Supervisors shall follow the procedures outlined below when making a Supervisory

Referral:

a. Contact the Director of Human Resources to discuss the referral.

b. Complete the referral form and share with the employee in a face-to-face meeting.

C. | f the employee accepts the referral, call HCS to set up an initial appointment.

d. Provide paid time off for the employee to attend the initial appointment with an
HCS staff member. If subsequent appointments are needed, appropriate accrued
leave shall be used.

e. Employees referred to HCS are expected to cooperate with recommendations and
treatment plans. Failure to do so will result in appropriate management action as
employees shall be held accountable for the behavior identified as the reasons for the
supervisory referral.

f. If the employee refuses to meet with HCS, the Supervisor shall document such

refusal and include it in the employee’s official personnel file.
VIl. Worker's Compensation Insurance

A. Virginia Municipal League provides Workers” Compensation benefits as mandated by law
to all employees. The program provides compensation and medical payments in the event that an
employee is unable to work due to a work-related illness or injury.

B. If an employee has an accident that arises out of and in the course of employment, the
employee must report the accident to his/her Supervisor immediately. Failure to report the accident promptly
may result in loss of compensation and payment of medical expenses.

C. The Virginia Workers' Compensation Act is administered by the Virginia Workers’
Compensation Commission. The Town complies with all rules and regulations as set forth by the
Commission regarding the handling of Workers’ Compensation claims.

D. The following claim procedure must be strictly followed; otherwise it could result in the
employee paying the cost of his/her medical treatment.

An injured employee must do the following:

1. Immediately report all accidents or occupational illnesses to his/her Supervisor.

2. Complete an accident/incident report for each and every occupational incident. (See
Form in Appendix)

3. Select a physician from the Town’s “Panel of Physicians” list.

4. Call Virginia Municipal League, toll-free at 877-234-0898, 24 hours a day/ 365 days a

year. Please identify your member number as 095 for the Town of Abingdon, Virginia.
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NOTE: If the employee does not use a physician from the Town’s panel, the employee is financially
responsible for any incurred medical expenses.

F.  Employer Responsibilities:

1. The Human Resource Department, working with VML, oversees Workers’
Compensation in compliance with the Workers’ Compensation Act of Virginia.
2. When a work-related injury or illness also qualifies as a serious health condition under
the Family Medical Leave Act (FMLA), absences will be designated as Family Medical
Leave concurrent with Workers’ Compensation.
IX. Return to Work Program

The Town is committed to providing a safe workplace and returning employees to productive
work, as soon as possible, in the event of a work-related injury. The Director of Human Resources shall
establish and maintain a return to work program that focuses on an injured employee’s abilities rather
than disabilities. If an employee sustains a work-related injury and he or she is not able to immediately
return to regular duties, modified or transitional work will be identified as soon as possible. Human
Resources, and the relevant department will work together to provide temporary modified work if
possible.

X. Sick Bank:

As an added benefit to employees, the Town maintains a Sick Bank program to be used when an
eligible employee is incapacitated by an illness or temporary disability. (See Application in Appendix)
To be eligible, an employee must have been employed for a period of six months before automatically
becoming a member of the Sick Bank. The Sick Bank will operate as a single unit and will include all
regular, full-time employees. In order to maintain a viable Sick Bank, on occasion it may be necessary
to deduct eight (8) hours from all employees’ sick leave accumulations in order to maintain a necessary
working level of hours in the Sick Bank. All employees will be notified whenever it becomes necessary
to make a deduction. There will not be a need to deduct sick leave hours from any employee's sick
leave accumulated balance if there are a minimum of five hundred (500) days in the Sick Bank. The
annual assessment of the Sick Bank generally occurs during the month of January of the calendar year,
or whenever it may be necessary to maintain the minimum balance.

In order to use the Sick Bank, an employee must have at least ten (10) days of accumulated sick,
annual, or compensatory leave before applying for Sick Bank leave. After the employee's accumulated
leave has been depleted, then the Sick Bank leave may be used for a total of fifty-five (55) days. If an
emergency develops and the employee has fewer than the requisite ten (10) days of accumulated leave,

the Town Manager may grant the balance of days needed to qualify for the benefit of Sick Bank use.
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Prior to granting the same, the Town Manager will review the employee's record of prior leave usage to
guard against possible leave abuse and to protect all employees, as well as the integrity of the Sick Bank
itself. Upon the employee returning to work, he or she will pay back the number of sick leave days
granted via both annual and sick leave earned, before employee can accumulate any leave, either sick or
annual for his/her own use.

Relapse of the original illness or temporary disability, which first initiated the use of the Sick
Bank may not require the accumulated ten (10) days of leave, if all of the fifty-five (55) days were not
used and the employee returned to work before the fifty-five (55) day limitation on Sick Bank usage
occurred. For example, if employee "X" applies for the Sick Bank and has the requisite ten (10) days
accumulated leave, they will be approved for the fifty-five (55) day Sick Bank withdrawal. However, if
employee "X" returns to work after thirty (30) days of Sick Bank usage and needs to go back out of
work again due to the same illness or temporary disability, employee "X" does not have to acquire the
ten (10) day leave accumulation to take the remaining twenty-five (25) days they were originally
approved for.

A complete application and a physician's statement are required when a member wishes to utilize
the Sick Bank. The application and physician's statement should be submitted for approval to the

following persons as follows:

1. Immediate Supervisor;
2. Department head (with copy to the Director of Human Resources); and
3. Town Manager

Denied applications for Sick Bank utilization may be appealed in writing to the Review
Committee consisting of the employee's Immediate Supervisor, a peer from the employee's same
department; and a peer from another department randomly selected; and the Town Manager.

XI.  Short Term Disability Program

As an added benefit to employees, the Town will provide a Short Term Disability program for its
employees. The Short Term Disability Program will consist of weekly benefits equal to two-thirds
(2/3rds) the employee's base salary for a maximum of fifteen (15) weeks. Taxes and other deduction
will be automatically withheld from the employee's check for the benefit of the employee. This will
prevent the employee from having to come in monthly to pay for any health, optional life, or any other
deduction that comes from the employee's pay. The Short Term Disability Program will be administered
by the Town through a committee comprised of the employee's Department head, Director of Human
Resources, and a co-worker from the department in which the request originated. The decision of the

committee is final.
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It is the responsibility of the employee to notify their supervisor's of any change in condition. If

any information requested by the Town is not provided by the employee, the Town reserves the right to

cease the payment of benefits to the employee. The employee must have exhausted all annual, sick,

compensatory, and Sick Bank benefits before making application to the Short Term Disability Program.

An employee with a Worker's Compensation claim pending is not eligible to receive Short Term

Disability benefits. (See Application in Appendix)
XIl.  Credit Union
The Town currently has three (3) credit unions to choose from:

Virginia Credit Union;
United Southeast Federal Credit Union; and
Eastman Credit Union

Each credit union offers various financial products to employees. None of the credit unions

serving the Town receives any operational funding from the Town. The relationship with each credit

union is based solely on providing employees with more options for their financial needs. All full-time

employees and their immediate family members are eligible to become members of any of the credit

unions. All employees may direct any questions about the credit unions to the Director of Human

Resources.

XIIl. Take Home Vehicles

1.

b.

In general, there is no absolute need for any Town employee to take a Town-owned
vehicle home every evening. The decision to allow a Town employee to take a public
vehicle home shall be based on a determination that allowing or requiring the vehicle
to be taken home will be demonstrably beneficial to the delivery of services to the
citizens through enhanced productivity or cost savings. The Town Manager shall have
the final authority to determine if an employee may take a Town-owned vehicle home
on a regular basis.

The objective of the take home vehicle policy is to ensure that public property,
specifically vehicles, is used properly in the public interest and not to the personal
advantage of Town employees.

Employees are not authorized to take home Town-owned vehicles except under the
following circumstances:

The employee is on twenty-four (24) hour call for emergency response where rapid
or immediate response time is required.

The employee is on stand-by and drives a vehicle specially equipped to fulfill a
departmental mission.
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C. A determination has been made, and approved by the Town Manager, that
allowing or requiring a vehicle to be taken home will be beneficial to the delivery of
services to the citizens of Abingdon through enhanced productivity or cost savings.

d. On a case by case basis, with Department head approval, to facilitate attendance at
work functions at locations and/or times where it would be more convenient, or
more productive, to attend while proceeding to or from home without having to
obtain a Town-owned vehicle from a central location (e.g., evening meetings, travel
out of town, job site inspections). Such approval shall end when the specific reason
for taking the vehicle home has passed.

e. As stipulated in an agreement, pre-approved by the Town Manager.
f. With the approval of the Town Manager, employees previously allowed to take
vehicles home prior to the implementation of this policy.
4. The use of a take home vehicle is subject to the following conditions:
a. There shall be no personal use of Town-owned vehicles unless such use is incidental

and minimal, such as travel to or from lunch on the way to or from work, or during
lunch break, if the errand requires only a minor deviation of one mile or less from
the normal route traveled.

b. Individuals allowed to take home a Town-owned vehicle shall reside within the
Town of Abingdon unless there is a clear demonstration of the value of allowing the
vehicle to be taken out of the Town and such use is approved by the Town Manager.

C. There shall be an annual review of take home vehicles justified for emergency
response to include the number of times the vehicle was actually used for emergency
response after being taken home.

d. An employee utilizing a take home vehicle shall be taxed according to prescribed
IRS rules and regulations for any compensatory benefits received from the use of a
Town-owned vehicle. Any employee who does not elect to take a vehicle home or
use it for any personal use will not receive a 1099.

e. Under no circumstances shall a spouse, dependent or any other person not
employed by the Town be permitted to operate a take home vehicle. If a Town
vehicle is involved in an accident, please contact the Director of Human Resources
and the Abingdon Police Department. If a spouse or other person not employed by
the Town is in the vehicle when an accident occurs, that person will not be covered
by the Town's insurance.

f. Unless waived by the Town Manager, every take home vehicle shall have decals
markings and other identification as prescribed for Town-owned vehicles.

XIV. Travel
The use of Town vehicles outside the scope of employment is strictly prohibited. The Town is
not responsible for damage to an employee’s personal vehicle when he/she is using it for Town business.

The Town will reimburse him/her based on actual miles driven times the rate established by the Town,
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subject to periodic change. This must totally compensate him/her for all gasoline mileage, wear and tear,
and insurance costs associated with the business use of the vehicle. All travel must be approved by the
Department head or Supervisor prior to the date the actual trip is taken.

Non-exempt employees will be paid straight time, per his/her regular rate, for travel that is
completed during normal working hours, excluding meal time. No time and one-half (1 ¥2) will be paid
for travel. Compensatory time or straight pay will be granted to non-exempt employees for hours over
40 that are earned as a result of travel while on Town business.

The Town will reimburse employees for reasonable business travel expenses, including the
actual costs of travel, meals, lodging, and other reasonable expenses directly related to accomplishing
business travel objectives. All travel reservations, mileage payments and employee wage payments
should be discussed with one’s Department head or superintendent before travel plans are completed.
Scheduled training must be mutually agreed upon between the department head and employee before
leaving for the training. Any/all issues should be discussed and addressed and a clear understanding
reached on how pay will be received while traveling for the Town or receiving training that is mutually
beneficial to employees and the Town.

Employees involved in an accident while traveling on business must promptly report the incident
to his/her immediate Supervisor. If personal injuries are involved, the employee must contact the
employer’s Workers’ Compensation “Nurse on Call” at 1-877-243-0898 as soon as possible and explain
the nature of the injuries. If injuries are minor, the nurse may recommend no treatment or treatment
when employee returns to Abingdon.

A drug test may be required in any/all situations, depending on the circumstances of an accident.
If a Town employee is found to be at fault for any accident, a drug test will be required to occur
immediately following the accident unless the employee needs to seek medical treatment for injuries. If
the Town employee is taken to seek medical treatment, the supervisor must ensure that the medical
facility treating the employee performs the drug test.  If no medical treatment is sought for the
employee, a drug test must be performed the same day.

When travel is completed, employees shall submit completed travel expense reports within five
(5) days. Receipts for all individual expenses shall accompany reports. (See Appendix A)

Employees should contact his/her Department head or Supervisor for guidance and assistance on
procedures related to travel arrangements, expense reports, reimbursement for specific expenses, or

other business travel issues.
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Abuse of this business travel expenses policy, including falsifying expense reports to reflect
costs not incurred by the employee, can be grounds for disciplinary action, up to and including
termination of employment, as well as possible grounds for criminal prosecution.

XV. Equipment Idling and Vehicle Policy

With the exception of police vehicles, all Town departments shall refrain from allowing vehicles
to idle in one location for a period of time exceeding five (5) minutes. In the event that the driver of the
vehicle is leaving the vehicle, he/she shall turn off the ignition until such time as he/she returns. This
policy aims to reduce the impact of vehicle emissions by encouraging the application of sustainable
principles to vehicular use.

Practicing anti-idling activities will reduce air pollution, promote energy conservation, reduce
noise pollution, and will reduce wear and service needs of vehicles and equipment. Supervisors in each
department will enforce this policy and counsel employees who do not follow the policy.

Further, each Department head within the structure of the Town government shall monitor and
discourage use of vehicles to job sites which serve to transport single individuals to the same except
upon rare instances. As an alternative, Department heads shall encourage the planning and arranging of
vehicular transportation to take full advantage of ride/share, comprehensive and efficient planning of
meetings and use of audio/video conferencing whenever possible and practical.

XVI. Coomes Recreation Center Membership:

The Town, in its sincere interest in the well being and actual health and wellness of its
employees, extends free membership for the Coomes Recreation Center to its full and part time
employees, employee's spouse and dependent children living in the home of the employee. The Town
staff invites and encourages all employees to use this benefit towards improving and maintaining
personal fitness and health. Town retirees shall have a lifetime membership to the Coomes Recreation
Center.

XVII. Service Award Program:

This program recognizes employees based on five year service increments for his/her dedicated
service to the Town of Abingdon. Employees currently receive a plaque from the Town Manager
describing the number of years of service and a lapel pin with the years of service. This Service Award
is presented at the beginning of the Town Council meeting for the month that the employee service
award would have been completed. This program will be continuing with different awards presented

based on the years of service as additional items become available.
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XVIIL.

Full Time Leave Benefits

A. Annual Leave: Annual leave is paid time off from work for vacation, recreation or other

personal purposes.

1. If an employee is hired before the 15th day of the month, he or she will receive both
annual and sick leave allotments for that month. If an employee is hired after the 15th
day of the month no accrual will be given for that month.

Years of Service Days Earned Each Year No. Days That Can Be

Accumulated
0-4 12 24 (192 hours)
5-9 15 30 (240 hours)
10-14 18 36 (288 hours)
15-19 21 42 (336 hours)
20 and Over 24 48 (384 hours)

2. Maximum Accrual: Total creditable service for full-time annual leave accrual purposes

shall be computed from the date of appointment or conversion to a full-time position.
Annual leave may accumulate throughout the year but the amount that may be carried
forward from one calendar year into another calendar year is based upon years of service.
(See Table)
Effect of Reassignment: Promotion, demotion, transfers or reassignment does not affect
the amount of accumulated annual leave.
Separation: Upon separation from employment, a vested, full-time employee (or the
employee’s estate in case of the employee’s death) will receive payment for a maximum of
100% of vacation leave. A maximum payment of $5,000 will be made with the balance to
be paid out in keeping with normal pay periods until total amount accrued is fulfilled.
Accural of leave/sick time is discontinued upon separation of employment.
Scheduling:  Annual leave is normally scheduled in advance with the approval of the
Supervisor. Employees must comply with established departmental procedures regarding
scheduling of annual leave such as completing appropriate leave request forms.
a. Annual leave may be applied for using a "Request for Leave" form directed to the
Supervisor or Department head, preferably at least two weeks prior to the
beginning date of the requested leave.
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B.

b. All approved leave requests must be forwarded to Payroll after Department head
approval.

Approval: Approval of annual leave is at the discretion of the Supervisor and may be

denied in situations necessary to keep an operation or shift adequately staffed or when

an employee has been absent from work for significant periods of time for other

reasons. Employees may be called back to work from approved annual leave for valid

reasons such as an emergency.

Sick Leave: Sick leave is paid time off that is normally used to cover an employee’s

absence for the reasons listed below.

Employee’s incapacity to work due to illness or injury.

Employee’s medical and dental appointments.

IlIness or injury of an employee’s dependent family member that requires the employee’s
presence.

For the purposes of sick leave usage, a dependent family member is defined as the employee’s

parent, spouse, child/stepchild or person for whom the employee has been appointed legal guardian.

1.

Maximum Accrual: Total creditable service for full-time sick leave accrual purposes shall
be computed from the date of appointment or conversion to a full-time position. Sick
leave accrual shall be based on years of service.

Effect of Reassignment: Promotion, demotion, transfers or reassignment does not affect
the amount of accumulated sick leave.

Employees vested with a minimum of five (5) years of service who leave employment
with the Town shall be paid at a rate of twenty-five percent (25%) of the value of their
sick leave based upon the balance at the time of separation. Employees who leave
employment before the vesting period of five (5) years will not receive payment for the
unused sick leave for any reason. A maximum payment of $5,000 will be made with the
balance to be paid out in keeping with normal pay periods until total amount accrued is
fulfilled. Accrual of leave/sick time is discontinued upon leaving employment.
Scheduling: Sick leave may be scheduled in advance, but is typically requested on a daily
basis. Employees must comply with established departmental procedures regarding
requesting sick leave such as notifying a Supervisor prior to the start of the workday or
other processes.

Approval: All approved leave requests must be forwarded to Payroll after Department

head approval.
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6. Medical Certification: The Town may, at its discretion, require medical certification for
any sick leave taken including medical certification indicating that the employee's
presence is required for the incapacity of a dependent family member. Acceptable
evidence of illness, injury or incapacity of the employee or family member is determined
by the Department head.

7. Abuse of Sick Leave: When there is reason to believe that an employee is abusing sick
leave privileges, such as a pattern of use that indicates an employee is not actually
incapacitated, management action including requiring certification and/or disciplinary
action may be taken. Examples of patterns that may indicate sick leave abuse include
consistently using sick leave as it is accrued, consistently requesting sick leave on Fridays
and/or Mondays, consistently requesting sick leave the day after payday, or similar
behavior.

C. Leave without Pay:  Occasionally, for various reasons, an employee may need to
temporarily be released from the duties of his/her employment with the Town. All leave without pay
requests must be approved prior to the leave being taken, and must be approved by the Town Manager.
Whenever any employee goes on Leave without Pay status, arrangements must be made for the
employee to pay for any deductions that would normally come out of their paycheck.

If an employee fails to report to work promptly at the expiration of the approved leave period,
the Town will assume the employee has resigned if no contact has been made with his/her department
after three (3) consecutive days.

XIX. Funeral Leave

Funeral leave is leave with pay granted to employees holding full-time positions upon the death of
a member of an employee’s immediate family for the purpose of attending services, handling the affairs of
the deceased or similar needs. For funeral leave, immediate family is defined as the employee’s spouse,
parent, spouse’s parents, child, brother, sister, grandparent, grandchild, brother or sister in law, son or
daughter in law, guardian, and equivalent step-relations.

A. Upon request, the Department head shall grant funeral leave for a period not to exceed three
consecutive working days, or five consecutive working days in the event that the deceased resided in the
same household as the employee. In the event of multiple deaths in the employee’s immediate family,
each death will be treated separately and funeral leave will be granted accordingly.

B. If more than the allotted number of days leave is required, or if leave is desired for a death
other than the immediate family, time off may be granted at the discretion of the employee’s Supervisor

and charged to other appropriate paid leave.
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XX. Holiday Leave
The Town of Abingdon observes the following paid holidays:

New Year's Day (Januarylst)
Lee Jackson Day (Friday before Martin Luther King Day)
Martin Luther King Day (3rd Monday in January)
President's Day (3rd Monday in February)
Memorial Day (last Monday in May)
Independence Day (July 4th)
Labor Day (first Monday in September)
Columbus Day (2nd Monday in October)
Veteran's Day (November 11th)
Thanksgiving Day (4th Thursday in November)
Day after Thanksgiving
Christmas Eve (December 24th)
Christmas Day (December 25th)

(Note: Additional holidays may be approved by the Commonwealth of Virginia and
observed by Town employees with Council and Town Manager approval)

A. When the actual holiday falls on a Saturday, the Friday before the actual day shall be
observed as the holiday; when the actual holiday falls on a Sunday, the Monday after the actual day shall
be observed as the holiday. Occasionally, Christmas and Christmas Eve will fall such that the observation
will not follow the normal pattern, in which case the appropriate two-day observation will be determined
and publicized in advance. In addition to the above holidays, Town Council may declare other daysto be
designated as Town holidays.

B. Employees who work in operations which must be continuously maintained, regardless of
holidays, shall use the actual calendar holiday, instead of the observed holiday for employees that are
required to work on the actual holiday. For example, when December 25 (Christmas Day) falls on a
Sunday, Monday, December 26 is the observed holiday for most employees. In this situation, December
25 is the actual calendar holiday and would be used as the holiday for designated personnel.

C. When an employee is required to work on a holiday, Holiday Leave accrues at a rate of
one hour for each hour actually worked, during the regular work shift, up to 8 hours per holiday. At the
department’s discretion, an employee may be paid for these hours at the time they are earned, at their

normal straight time rate, or the hours may be used to take time off on another day. Should an employee
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choose to take another day off in place of the holiday worked; it must be taken within the same month
earned, within thirty (30) calendar days.

D. All employees will observe these holidays, except those employees on continuous
operation (24 hours). In the event that any 24 hour employee is scheduled to work on a holiday during a
normal 40 hour work week, the employee will be paid an additional eight (8) hours at the employee's
regular rate of pay. If the holiday worked is in addition to a normal 40 hour work week, the employee
will receive time and one-half compensation.

XXI. Other Absences with Pay

A. Court Service/Jury Duty:  An employee who is required to perform jury duty or is
subpoenaed to appear in court outside of his/her regular duties, except for the reasons included in item
No. 2, shall be granted sufficient paid time off to perform such duties. When an employee is summoned
to serve as a juror, subpoenaed as a witness or party in relation to the performance of his/her job or is
involved as a witness to a crime, such time will qualify as “court service.”

1. Court Service Procedures:

a. An employee who is required to be absent from work because he or she has been
summoned as a juror or subpoenaed as a witness must provide his/her Supervisor with a
copy of the summons or subpoena as soon as it is received.

b. Upon returning to work after any absence for jury duty, the employee must provide the
Supervisor with a certificate from the clerk of court that verifies the service.

2. Absences Due to Other Court Appearances: Employees must charge absences due to
court appearances that are outside of the areas outlined above, or due to an employee’s
personal business involving court appearances, to appropriate paid leave (i.e., annual
leave, personal leave, PTO compensatory time or adjusted hours). Some examples of
situations which do not qualify as paid court service leave are:

Child support cases

. Divorce proceedings

Automobile accidents which occur off the job

. Civil court summons for non job related civil action

Employee charged with violating the law unrelated to their job

coo o

NOTE: Department heads, in conjunction with the Director of Human Resources, will
determine the applicability of court service leave.
XXII.  Military Leave
Military Leave is an employee’s approved absence from work due to the performance of military

duty on a commissioned or non-commissioned status; on a voluntary or involuntary basis in a uniformed
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service, including active duty, active duty for training, initial active duty for training, inactive duty
training, full-time National Guard duty, funeral honors duty by National Guard or reserve members, or
for an examination to determine a person’s fitness for any of the above forms of duty.

A. Employees shall notify their Supervisor immediately, in writing, when they learn of an
upcoming need for military leave, and shall provide a copy of the official military orders as soon as
possible. The Supervisor should in turn notify the Director of Human Resources and the appropriate
Department head.

B. The Supervisor or department head should then inform the Director of Human Resources.

C. In accordance with state law, there shall be no loss of regular pay during military leaves of
absence, except that paid leaves of absence for federally funded military duty, to include training duty,
shall not exceed fifteen (15) work days per federal fiscal year (October 1 — September 30) and except that
no officers or employees shall receive paid leave for more than fifteen (15) work days per federally funded
tour of active military duty.

D. For the purposes of paid military leave, a “workday” is defined as 1/260 of the total working
hours an employee would be scheduled to work during an entire federal fiscal year (which totals to eight (8)
hours). For full-time employees, 15 “workdays” equals 120 hours per year. Weekends are included to the
extent that they are part of an employee’s regularly scheduled work time. Whenever possible, employees
shall try to schedule their military leave at times that have the least impact on the departments’ service
delivery needs.

E. Employees may take additional types of appropriate paid leave when paid Military Leave is
exhausted.

1 An employee whose absence does not exceed five (5) years and is released from service
under honorable conditions is eligible for reemployment rights and employment benefits
as described under the “Uniformed Services Employment and Reemployment Rights Act
of 1994.”

XXI1. Work-Related Injury Leave

Such time off without loss of pay or charge to leave shall end at the close of business on
the seventh (7th) calendar day. The absence may be covered by Workers' Compensation, if the
employee is unable to work after seven (7) calendar days. (Refer to Workers' Compensation
policies for more information)

XX1V. Administrative Leave with Pay
At the discretion of the Town Manager, an employee may be granted paid time off for a variety of

purposes such as employee recognition or reward. In addition, the Town Manager may approve,
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pending the results of official investigations, pending disciplinary action or other circumstances where
the Department head determines that the employee’s absence from work is in the best interest of the
Town.
XXV. Family and Medical Leave

In accordance with the provisions of the Family and Medical Leave Act (FLMA), as amended,
eligible employees are entitled to take up to twelve (12) weeks of job-protected leave during any twelve
(12) month period for specified family and medical reasons. The employee, Supervisor(s) and Director of
Human Resources shall engage in interactive discussions about the need for FMLA, to coordinate
absences, and related matters.

A. Covered Family and Medical Reasons:

1. The birth of the employee’s child or the placement of a child with the employee for

adoption or foster care.

2. To care for an immediate family member (spouse, child or parent) with a serious health
condition.

3. To take medical leave when the employee is unable to work because of a serious health
condition.

4. Because of any qualifying exigency as defined below and in applicable Federal

regulations arising out of the fact that the employee’s spouse, son, daughter or parent is
a covered military member on active duty in the National Guard or Reserves in
support of a contingency operation.

5. To care for a military family member injured in the line of duty.

B. If the employee has accrued paid leave, the employee must exhaust all appropriate paid
leave first, as part of the leave required by the FMLA.

C. Serious Health Condition: An illness, injury, impairment or physical or mental condition
that involved either an overnight stay in a medical care facility or continuing treatment by a health care
provider for a condition that either prevents an employee from performing the functions of the employee’s
job or prevents an employee’s qualified family member from participating in school or other daily
activities.

D. Employee Eligibility for FMLA:

1 The employee has worked for at least twelve (12) months for the Town. If the employee
was on the payroll for part of a week, the Town will count the entire week. The Town

considers 52 weeks to be equal to twelve (12) months.
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2. The employee has worked for the Town at least 1250 hours over the previous twelve
(12) months before the leave would begin, not including paid or unpaid leave.

3. When both spouses are employed by the Town, they are jointly entitled to a combined
total of twelve (12) work weeks of family leave for the birth or placement with the
employee of a child for adoption or foster care, and to care for a parent who has a
serious health condition.

E. Calculation of Leave: Eligible employees can use up to twelve (12) weeks of the FMLA
leave described above during any twelve (12) month period. The Town will use a rolling twelve (12)
month period measured backward from the date an employee uses FLMA leave. Each time an employee
uses leave, the Town computes the amount of leave the employee has taken under this policy, subtracts it
from the twelve (12) weeks, and the balance remaining is the amount the employee is entitled to take at
that time. For example, if an employee has taken five (5) weeks of leave in the past twelve (12) months,
he or she could only take an additional seven (7) weeks under this policy.

F. Maintenance of Benefits:

1. Employees on unpaid leave, which is designated as FMLA leave, will continue to
receive, if eligible, health, and life insurance benefits up to the maximum twelve (12)
work weeks allowed. These benefits will continue on the same basis as an active
employee during this twelve (12) week period.

2. The employee must make arrangements to pay applicable health costs for dependents.
Those on unpaid leave must also make arrangements to continue other deductions,
such as optional life insurance premiums.

3. If the employee informs the Town that he/she does not intend to return to work at the
end of the leave period, the employee’s rights to any health care benefits will be only to
the extent provided for by the then current health care plan, if any, provided by the
Town for its employees.

4. If the employee chooses not to return to work for reasons other than a continued
serious health condition, the Town will require the employee to reimburse the Town
the amount the Town contributed towards the employee health insurance during the
leave period.

5. Annual and sick leave will not accrue during the Family Medical Leave Act. The use
of family or medical leave will not be considered a break in service for vesting or

benefits program purposes.
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G.

H.

Job Restoration:

An employee who uses family or medical leave under this policy will be restored to the
same job or a job with equivalent status, pay, benefits and other employment terms.
Departments will communicate with the Director of Human Resources prior to any
employee going out on Family Medical Leave Act. The Director of Human Resources
will send out the appropriate notifications of Family Medical Leave Act to employees.
Departments will maintain appropriate information, including the dates that each
employee has taken FMLA leave; the number of hours of FMLA leave taken by each
employee and records of any disputes between the employer and any employee over the
designation of leave as FMLA leave. To track FMLA leave hours, Payroll will use the
appropriate hours’ codes when processing payroll to have the leave designated as
FMLA leave.

Employee Responsibilities:

While on FMLA leave, employees are required to keep their Supervisor informed
regarding their status and their intent to return to work.

Employees are required to give at least two (2) business days notice if their anticipated
date of return to work changes.

Employees may be required to provide a Fitness for Duty certification from their
medical professional prior to their return to work. Notice of this requirement will be
given with the Designation Notice.

Policies regarding Maintenance of Benefits, Job Restoration, Use of Paid and Unpaid
Leave, and Intermittent Leave and Reduced Work Schedules are the same as FMLA

leave.
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4.  Workforce Development

I. Workforce Development
A. The Town supports on-going employee development with the goal of providing learning
opportunities that change behavior, enable employees to meet the Town's current and future needs, and
improve employee job satisfaction. The Human Resource Department develops and/or presents a variety
of training opportunities that enhance employee development.
The following operating principles are used as primary guidance in developing and maintaining
training and workforce development programs:
B. The Workforce Development Program for the Town of Abingdon:
1. Establishes and relies on a partnership for responsible, relevant learning between the
employee, his/her Supervisor, and management.
2. Relies on participatory program development utilizing the skills and competencies of
all employees to develop curricula, workshops, and classes.
3. Closes gaps between employee skill level and the employee’s ability to effectively
deliver services.
Supports attainment of employees’ individual goals.
Identifies the return on investment for employees and the organization.

Integrates learning experiences with day-to-day job responsibilities.

~N o o A

Presents a variety of integrated, developmental learning opportunities for all employees.
1. Employee Recognition

A. Through meaningful employee recognition programs the Town acknowledges individual
behaviors that support the organization’s vision, mission and values. Formal and informal employee
recognition is one of the most effective ways to reinforce the Town’s customer service value, support its
service objectives, and retain top performers.

B. A variety of employee recognition programs such as outstanding customer service
awards, awards for generating tangible cost savings, length of service awards or similar awards program

shall be developed, implemented and maintained by Town management.
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5.  Employee Responsibilities
. Code of Conduct

Effective service to the citizens relies upon employees and management
working together. Individual responsibility is critical to maintaining an effective
partnership. The following information outlines the guidelines for employee behavior
and the procedures for addressing problems that might arise. These guidelines support
the Town’s core value of personal responsibility, i.e., taking ownership and accepting
the consequences of individual actions.

A. The Town, through Town Council, requires that employees follow a code of conduct
reflecting the highest ethical standards and promoting public confidence in Town government.

B. This code of conduct is established for all employees. The code shall be operative in all
instances covered by its provisions, except when superseded by an applicable statutory or charter
provision and statutory or charter action is mandatory, or when the application of a statutory or charter
provision is discretionary, but determined to be more appropriate or desirable.

C. The effective operation of democratic government requires that public officials and
employees be independent, impartial, and responsible to the people; that government decisions and
policies are made through the proper channels of the governmental structure; that public office not be
used for personal gain; and that the public have confidence in the integrity of its government. The
purpose of this code is to establish standards of ethical conduct for employees by setting forth those acts
or actions that are incompatible with the best interests of the Town.

D. Responsibilities of Public Office: Municipal employees are agents of the citizens and
are entrusted to pursue the public good at all times. As such, they are bound to uphold the Constitution
of the Commonwealth of Virginia and to carry out impartially the laws of the nation, state and
municipality and foster respect for all government. They are bound to observe, in their official acts, the
highest ethical standards and to discharge faithfully the duties of their office regardless of personal
considerations, recognizing that the public interest must be their primary concern.

E. Dedicated Service: All Town of Abingdon employees are expected to be loyal to the
objectives expressed by the electorate through the Town Council. Employees shall adhere to the rules of
work and performance established as the standard for their positions. Employees shall not exceed their
authority, breach the law or ask others to do so, and shall work in full cooperation with other employees,

unless prohibited from so doing by law or by officially recognized confidentiality concerns.
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F. Fair and Equal Treatment:

No employee shall grant any special consideration, treatment, or advantage to any
citizen beyond that which is available to every other citizen.

No employee shall use or permit the use of Town-owned vehicles, equipment,
materials, or property for personal convenience or profit, except when such services are
available to the public generally or are provided as municipal policy for the use of such

employee in the conduct of official business.

G. Conflict of Interest: As provided in Title 2.2 of the Code of Virginia (The Virginia

Conflict of Interests Act), no employee shall engage in any private financial or other interest which might

impact the performance of his/her official duties. Employees are also bound by the additional guidance

outlined below:
1.

Incompatible Employment: No employee shall engage in, or accept, other employment
or render services for private interests, when such employment or service is
incompatible with the proper discharge of his/her official duties or would impair
his/her independent judgment or action in the performance of his/her official duties.
With management’s approval, employees may engage in other employment that does
not interfere with or present a conflict of interest with Town employment.

Disclosure of Confidential Information: No employee shall, without proper
authorization, disclose confidential information concerning the property, government,
or affairs of the Town, which would advance the financial or other special interest of
him/her self or others.

Gifts and Favors: No employee shall accept any gift or favor, whether in the form of
service, loan, thing, or promise, from any person, firm, or corporation, intended to, or
which may, influence him/her in the discharge of his/her duties.

Representing Private Interests before Town Agencies or Courts: No employee shall
represent his/her own or any other private interest before any agency of the Town,
unless he/she is doing so as a member of a civic organization or is speaking on an issue

of general public interest.

H. Political Activity:

Town employees may participate in political activities while they are off duty, out of
uniform and not on the premises of their employment with the Town.
For the purpose of this policy, the term “political activities” includes, but is not

limited to;
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“Voting; registering to vote; soliciting votes or endorsements on behalf of a political
candidate or political campaign; expressing opinions, privately or publicly, on political
subjects and candidates; displaying a political picture, sign, sticker, badge or button;
participating in the activities of, or contributing financially to, a political party,
candidate or campaign or an organization that supports a political candidate or
campaign; attending or participating in a political convention, caucus, rally or other
political gathering; initiating, circulating or signing a political petition; engaging in
fundraising activities for any political party, candidate or campaign; acting as a
recorder, watcher, challenger or similar officer at the polls on behalf of a political party,
candidate or campaign; or becoming a political candidate.” (\VA State Code Title 15.2-
1512.2)

The components of this section are designed to promote public trust and confidence in
Town government by ensuring that it is free of the actual or apparent influence of
partisan politics and that employment and advancement in the Town are based upon
meritorious performance rather than political service or affiliation. In addition, it
protects every employee’s right to vote and to keep this right free from interference,
solicitation or dictation by any fellow employee, Supervisor or officer.

Every employee is encouraged to vote in every appropriate election. Moreover, except
during working hours or when officially representing the Town of Abingdon, any
municipal employee is free to express his/her opinion as to candidates or issues and to
meet with candidates for office.

Employees may be candidates for political office but must resign, or shall be released,
from employment with the Town upon successful election to political office within the
Town of Abingdon or other political office if the responsibilities of that office will
interfere with the employee’s ability to perform the duties of his/her position with the
Town.

Under no circumstances shall an employee engage in political activities while
performing the official duties of his/her Town position, use any Town property or
equipment to engage in political activity or to appear as a candidate while dressed in
Town uniforms or clothing that identifies the individual as a Town employee. This
prohibition shall not apply to an employee registering to vote or voting.

No employee shall use the prestige of his/her position on behalf of any political

organization or party. For purposes of this Code of Conduct, a “political organization”
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10.

shall be defined as “any group, formal or informal, which endorses candidates for
elective office at any level of government—national, state or local.”

No employee shall use his/her official authority to coerce or attempt to coerce a
subordinate employee to pay, lend or contribute anything of value to a political party,
candidate or campaign, or to discriminate against any employee or applicant for
employment based upon political affiliations or political activities.

Employees are prohibited from discriminating in the provision of Town services or
responding to requests for services, on the basis of the political affiliations or political
activities of the person or organization for which such services are provided or
requested.

Employees are prohibited from suggesting or implying that the Town has officially
endorsed a political party, candidate or campaign.

Consequences of Violation: Violation of any section of this policy may constitute a cause

for disciplinary action up to, and including, dismissal.
1. Work Rules

To ensure orderly operations and provide the best possible work environment, the Town expects
its employees to follow rules of conduct that will protect the interests and safety of all employees.

It is not possible to list all the forms of behavior that are considered unacceptable in the
workplace. The following are examples of infractions of rules of conduct that may result in disciplinary
action, up to and including termination of employment:
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Theft or inappropriate removal or possession of property;
Falsification of timekeeping record,;
Working under the influence of alcohol or illegal drugs;
Possession, distribution, sale, transfer, or use of alcohol or illegal drugs in the workplace,
while on duty, or while operating employer-owned vehicles or equipment.
Fighting or threatening violence in the workplace;
Boisterous or disruptive activity and “horseplay” in the workplace;
Negligence or improper conduct leading to damage of employer-owned or customer-
owned property;
Insubordination or other disrespectful conduct;
Violation of safety, traffic (state statutes or local ordinance) or health rules;
Smoking on Town property, in Town buildings or automobiles;
Sexual or other unlawful or unwelcome harassment;
Engaging in sexual relations;
Sleeping on job;
Unauthorized possession of dangerous materials in the workplace, including but not
limited to, explosives or firearms;
Excessive absenteeism or any absence without notice;
Unauthorized absence from work station during the workday;
Unauthorized use of telephones, mail system, or other employer-owned equipment;
Unauthorized disclosure of business "secrets” or confidential information;
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Violation of personnel policies;

Unsatisfactory performance or conduct;

Places the reputation and trustworthiness of the Town in doubt in any way;

Creates a hostile work environment by any means; and

Engaging in or being charged with and/or convicted of any criminal activity. Criminal
charges may pose detrimental effects upon employment status. The nature of the
charges, the potential impact upon the Town as employer and the apparent likelihood
that the employee did, in fact, commit the act are typical elements that factor into the
ultimate employment determination.

s<cro

I1l. Suspected Theft and Fraudulent Transactions

A. Fraud is an act which is characterized by deceit, concealment, or violation of trust
perpetrated to obtain money, property or services, to avoid payment or loss of services or to secure
personal or business advantage or other benefit. The Town Manager typically investigates suspicions of
significant theft and/or fraudulent transactions when there is no clear evidence of wrongdoing or the
person responsible for it.

B. An employee who has knowledge of an occurrence of work-related fraud, or has reason to
suspect that a fraudulent action has occurred at work, shall notify his/her Department head or the Town
Manager as soon as possible and shall not discuss the alleged fraud with others. Upon receipt of an
allegation, the Town Manager will notify appropriate authorities, develop an action plan and
coordinate all investigative processes.

C. Confidentiality is critically important in handling fraud allegations. All participants shall
keep the details and results of the investigation, as well as the identities of involved employees, confidential
to the extent permitted by law. Information will only be shared on a need to know basis. The alleged
fraud and investigation shall not be discussed with the media, other than through the Town Manager's
Office or other designated media contact. If the investigation concludes that the allegations of fraudulent
activity by an employee are founded, the employee will be subject to disciplinary action and/or legal
action.

D. Retaliation against individuals reporting suspected fraud or for cooperating, giving
testimony, or participating in any manner in an investigation, proceeding, or hearing is unacceptable and
will not be tolerated. However, such protection shall not condone unfounded or vindictive accusation of
others.

IV. Secondary Employment

A. To minimize the potential for conflict of interest, the Town discourages secondary

employment. An employee who wishes to engage in secondary employment shall discuss such

employment with his/her Supervisor and obtain approval from the Town Manager before accepting a
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position outside of Town employment. Permission to engage in outside employment is at the discretion
of the Town Manager, so long as it does not involve a conflict of interest.

B. In the event that previously approved outside employment interferes with the employee’s
performance, attendance, timeliness or ability to work overtime or emergency hours, the employee may
be required to discontinue it or resign from his/her Town position.

C. An employee holding approved outside employment is normally restricted from working
the secondary employment on days he or she is on paid leave or Leave Without Pay due to the employee’s
own illness or injury.

D. Employees who have another job at the time they begin working for the Town must
notify their Supervisor of such employment on the date of hire.

V. Working Hours, Punctuality, and Attendance

A. Each department determines the assigned shift and hours worked for the employees
within the department. Every employee is expected to be on the job during all hours as assigned. Some
type of properly authorized leave, holiday or appropriate flex time must cover time away from duty
during regularly scheduled work hours. Cumulative, excessive absences, even if absences have been
approved individually, may lead to employment action up to, and including, dismissal. If an employee
must be absent, or late, he or she must notify the Supervisor in advance of the scheduled working time
whenever possible. When requesting leave or reporting an absence, the employee must make every
effort available to personally contact the Supervisor. Failure to give proper notice of absence or provide
a reason for absence unacceptable to the Supervisor will result in an unauthorized absence.

B. Individual departments may have specific requirements regarding advance notice of an
intended absence or tardiness; employees shall check with their Supervisor if they have any questions
regarding how absence or tardiness is handled within their department. To the extent any provision in
this policy would cause an exempt employee under the Fair Labor Standards Act to lose their exempt
status, such policy shall not apply.

\/} Discipline

A. In most circumstances, employees perform as expected and demonstrate conduct that
reflects credit upon themselves, their co-workers and the Town of Abingdon. When employees fail to
conduct themselves in such a manner, it may become necessary to formally intervene to correct the
behavior or end the employment relationship.

B. Employees holding full-time and part-time positions, who have completed their initial

employment period, are governed by this policy. This policy provides guidance for effective problem
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resolution and, as such, it may be applied to employees within the initial employment period and those
holding temporary positions, at the discretion of the Department head.

C. The overall objective of this policy is to develop and implement solutions to problems as
quickly and effectively as possible, so that attention is focused on providing quality service to the citizens
and creating a positive work environment for all.

D. Expectations: The Town expects and anticipates that employees will be personally
responsible for their behavior but recognizes that, on occasion, it may be necessary to take action to
correct inappropriate behavior. Maintaining effective working relationships requires all employees to be
aware of and abide by the Code of Conduct, Town Policies and departmental rules and regulations. As
far as possible, the Town seeks to remedy underlying causes of problems through such means as
counseling, mediation and training.

E. The Town distinguishes between misconduct and unsatisfactory performance (with the
exception of acts of gross negligence) by defining unsatisfactory performance as the inability to meet
performance expectations due to lack of skills, training, education or other similar circumstances.
Unsatisfactory performance is typically addressed through the Town’s performance management guide
which identifies the specific actions required when an employee demonstrates overall unsatisfactory
performance. Misconduct is generally defined as intentional and/or willful disregard for the Town’s
standards of conduct and/or departmental rules. Employee misconduct is typically addressed through a
progressive discipline system.

F. Pre-Disciplinary Actions: It is the Town’s intent to resolve problems as quickly and
effectively as possible. Therefore, prior to implementing disciplinary action, informal verbal notices and
discussions such as counseling and performance guidance sessions may be used to inform an employee
that a problem exists and to discuss expected corrective actions.

G. Alternative Actions: In addition to the traditional disciplinary process outlined below,
alternative strategies such as individual corrective action plans, discipline without punishment, peer
mentoring, mediation, conflict resolution, negotiated separation agreements or demotions may be used
on a case-by-case basis, when the alternate strategy best serves the Town’s interest and is most likely to
solve problems in the least negative and most cost effective way. The Human Resource Department is
familiar with a variety of alternative actions and is available to provide advice and guidance.

H. Progressive Discipline: In general, the Town follows a progressive discipline approach,
establishing a set of guidelines rather than fixed disciplinary requirements. Progressive discipline
encourages employees to become more productive and to conform with behavior to Town expectations

and standards. In most cases, an employee will have the opportunity to correct problems before more
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serious disciplinary actions are necessary. The level of disciplinary action is dependent upon the
unacceptable behavior and the circumstances surrounding the behavior. Accordingly, it is not necessary
that a progression of disciplinary actions, from less stringent to more stringent, be followed. The Town
reserves the right to administer disciplinary action appropriate to the behavior and will take into account
the overall situation before decisions are made.

l. Disciplinary Actions: The following actions describe the disciplinary system established
as a means to address employee misconduct. Supervisors and department heads may use these
guidelines or may elect to use the alternate strategies as listed above as appropriate. The Human
Resource Department shall provide assistance to Supervisors, managers and employees in developing
approaches to problems which first and foremost serve the Town’s interest and also meet the overall
policy objective.

1. Warning: A formal conference between a Supervisor or manager and an employee to
discuss an incident of misconduct and the corrective action expected. The manager
shall document the warning in writing, provide a copy to the employee and maintain
the documentation within the department.

2. Reprimand: A letter or other written notice from a Supervisor or manager to an
employee identifying uncorrected misconduct. Such letters are used for behavior or
violations deemed serious by a Supervisor or where a warning has not helped to
change the unacceptable behavior. A copy of such reprimand shall be made a part of
the employee’s official personnel file maintained by the Human Resource Department.

3. Suspension: Formal action by a Department head that places an employee in a non-pay,
non-duty status for a specific length of time, expressed in working days. Suspensions
from duty and pay for employees exempt from the Fair Labor Standards Act (FLSA)
typically must be in full workweek increments. Suspension seriously impacts
departmental productivity and the employee’s pay and shall only be imposed when a
lesser penalty is not appropriate or has not helped to correct the unacceptable behavior
and when dismissal is too stringent.

4. Dismissal: An action taken by a Department head to separate an employee from
employment for cause, as a last resort, when serious misconduct remains uncorrected or
when initial misconduct is so significant that the employment relationship must end.

J. Resignation while charges are pending to dismiss: An employee who wishes to resign
from his/her position during the dismissal process may request to do so by submitting a letter of

resignation to the Department head. The Department head may accept the resignation, or choose not to
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accept the resignation, and proceed with the dismissal. If a resignation is accepted in lieu of dismissal,
appropriate documentation to that effect shall be included in the employee’s official personnel file. The
Department head may elect to include additional information at his/her discretion.

K. Separations due to misconduct during the initial employment period: In the case of
dismissals which take place during the employee’s initial employment period, progressive discipline is not
required. In these cases, the department head shall issue a letter notifying the employee of the separation
and giving the reason(s) for the action.

L. Establishing the Penalty: The following information contains guidelines that assist a
Supervisor and/or Department head in setting a penalty. Disciplinary action is at the discretion of the
Supervisor and/or Department head and failure to follow these guidelines does not invalidate the action

taken. An effective process for determining a disciplinary penalty includes the following:

1. Collect the relevant facts.
2. Consider the nature, seriousness and consequences of the problem or infraction.
3. Examine issues such as mitigating circumstances and the possibility of genuine

misunderstanding on the employee’s part.

4. Consider the employee’s past employment record, including length of service, and
performance levels.

5. Discuss the situation with Human Resources.

M. Situations which show a need for more serious actions may include behavior that
jeopardizes the employee’s safety or the safety of others, previous offenses, including the nature and
recentness, and the impact of misconduct, gross negligence and/or disruptive behavior on both
productivity and employee morale. Cumulative unrelated offenses may also indicate a need for more
serious corrective action.

N. Supervisors may consider a variety of factors prior to initiating disciplinary action:

1 Has the employee been provided with adequate training, clear performance
expectations and clear information as to the standards of conduct, guidelines and
departmental rules?

2. Are the standards of employee conduct and rules being applied fairly and consistently?
Have other employees, demonstrating similar behavior or violating similar rules, been
treated consistently?

3. Have written records been maintained of previous counseling or reprimands? Has the

employee been able to tell his/her side of the situation?
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O.

Procedures: Authority to initiate the disciplinary actions of warning and reprimands shall

normally be delegated to first line Supervisors, subject to review and approval by the established chain of

command within a department, including the Department head. The more serious actions of suspension

or dismissal, shall be coordinated and signed by the Department head and require notification of and

endorsement by the Town Manager's Office and the Human Resource Department prior to issuance.

The Human Resource Department will consult with the Town Attorney’s Office regarding such actions

on an as needed basis.

1.

Incidents sometime occur which are of such a dangerous or serious nature that
immediate corrective action must be taken. Such cases generally involve real or
potential hazards to life and/or property or significant disruption of the Town’s
mission. In these cases an employee may be immediately suspended from duty for the
purpose of removing the employee from the work area. The Supervisor must advise the
department head of the situation as soon as possible after the incident takes place.
Except in cases of significant safety violations, the employee’s absence is charged to
administrative leave with pay until such time as an investigation is completed and the
employee is notified of any action to be taken by management as a result of the
incident, such as a fitness for duty exam, disciplinary action or further investigation.
Where inappropriate behavior or actions are believed to be illegal, the department head
should notify the appropriate law enforcement agency and the Town Attorney.
In all cases, misconduct shall be carefully documented and written actions shall clearly
articulate the situation giving rise to the disciplinary action. At a minimum, the
written disciplinary actions must state the specific action being taken, such as written
reprimand, suspension or dismissal, and contain the following information:
What the employee did: Establish a proper factual foundation. Clearly state the
specific conduct deemed unacceptable, describing the conduct in complete and
explicit terms using plain language. Include dates, names, places, events, witnesses,
etc.
How the behavior violated an expectation or rule: Include the rule, expectation or
standard relating to the behavior. It may be necessary to translate the problem into a
recognized expectation, especially when the unacceptable conduct is not tied
directly to written expectations, such as poor professional judgment, job carelessness
or disruptive behavior. Include reference to previous instances of unacceptable

behavior, if any.
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What the impact of the employee’s behavior was on the unit, division or
department: Cite the adverse effect of the employee’s conduct on departmental or
Town operations and other persons, especially where negative public notoriety
occurs. Include effects such as real or potential damage to Town property, real or
potential harm to citizens or co-workers or real or potential liabilities.
What the employee must to do to correct behavior: Provide specific suggestions
and/or directives for the employee to correct the behavior. Outline directions on the
proper behavior, or level of conduct, expected to be followed in the future. Be clear
and unequivocal; include the effective timeline and the consequence if the employee
fails to satisfactorily correct the behavior - what will happen if there is not
acceptable improvement? Identify any assistance that the employee may receive such
as additional training.
What the employee’s rights are concerning the action: The employee has a right to
receive a copy of any documents that could lead to an adverse action prior to it
being placed in the personnel file(s). The employee may respond in writing to the
action and have that response included in the personnel file(s). Include that the
written action will be placed in the employee’s personnel file(s) and that the
employee may grieve the disciplinary action, if eligible, in accordance with the
Town of Abingdon Grievance Procedure.
Actions Required for Suspension: Suspensions shall be expressed in working days and
shall place the employee in non-pay, non-duty status. A face to face meeting between the
employee and the appropriate manager shall take place and the employee shall receive
written notice of the intent to suspend, including the reasons for the proposed suspension
in advance of the proposed suspension. Employees shall be given an opportunity to
respond either verbally or in writing to show-cause why the action should not be taken.
The employee’s response to the intended action does not constitute a grievance. The
employee may be eligible to file a grievance should the action take place. The employee
shall receive a letter of final determination at least 24 hours prior to the onset of the
suspension.
Actions Required for Dismissal: A face to face meeting between the employee and the
Department head, or designee, shall take place (except in rare instances when a meeting is
not possible) and the employee shall receive written notice of the intent to dismiss,

including the reasons for the proposed dismissal, in advance of the proposed dismissal. In
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a.

cases where the Department head feels the employee’s continued presence on the job
during the notice period represents a hazard to employee or others, adversely affects
service delivery, morale or the image of the Town, the employee may be suspended from
duty and placed on administrative leave, typically with pay, pending the proposed
dismissal. The employee shall be given the opportunity to respond either verbally or in
writing to show cause why the action should not be taken. The employee’s response to
the intended action does not constitute a grievance. The employee may be eligible to
grieve should the action take place. The employee shall receive a letter of final
determination at least 24 hours prior to the effective date of dismissal.
Example: A Department head completes an investigation and determines the intent to
dismiss an employee for major misconduct. About five days prior to the date of dismissal,
the director, or designee, meets with the employee and provides the reasons for the
intended dismissal. The employee is given a reasonable amount of time, usually 1-3 days,
to respond to the reasons and provide information as to why he or she should not be
dismissed. The director considers the response and makes a final determination to dismiss
or take another action in lieu of dismissal.
The director does not have to wait a full five days if the employee’s response is completed
within a shorter timeframe. The director provides the employee a written determination at
least 24 hours prior to the actual dismissal.
Inappropriate Conduct: Behavior and conduct unacceptable for Town employees are
listed. The list is divided into two sections, neither of which is all-inclusive nor in order of
severity, but which are intended as guidelines to help Supervisors, managers and
Department heads administer discipline in a fair and consistent manner. The specific
circumstances of each case shall be considered prior to determining appropriate action.
Examples of Less Serious Infractions: The following infractions include, but are not
limited to, examples of those typically addressed through the use of the progressive
disciplinary system or an alternative strategy.

I. Rudeness, in person or on the telephone, to the public or co-workers.

ii. Careless workmanship or negligence of a minor nature.

il. Careless use of Town property resulting in possible or actual damage.

iv. Failure to observe safety practices including failure to use safety equipment such as
eye protection devices or safety shoes.

V. First instances of tardiness or absenteeism.
Vi. Absence from the work station or department without permission.
vii.  Horseplay, pranks or non-work related activities during working hours.
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viil.

Xi.

Xii.

Inappropriate, obscene or abusive language.

Inappropriate use of a Town owned or leased vehicle including conviction of a
minor moving violation.

Delay or failure to carry out assigned work or instructions in a reasonable period of
time.

Conduct having an adverse effect on the Town’s interest or on the confidence of the
public in Town government that does not result in serious consequences.
Inappropriate use of electronic equipment or systems including the Intranet,
Internet or e-mail systems.

Examples of More Serious Infractions: The following infractions include, but are not

limited to, examples of those typically so significant, disruptive or dangerous that they

may require action outside of the progressive disciplinary system such as immediate

suspension or dismissal.

Vi.

Vii.

viii.

Xi.
Xil.

Xiil.
Xiv.
XV.

XVI.
XVil.
XVIil.

XiX.
XX.

Insubordination or refusal to follow legitimate instructions of a Supervisor.

Gross negligence.

Unauthorized use of Town documents, records or confidential information.
Secretive or surreptitious audio or video recording of any other Town employee,
Supervisor or manager without proper authorization from an employee’s Supervisor
Or manager.

Making public statements or Internet postings that interfere with the Town’s
ability to provide effective and efficient services to the public.

Willful failure to fulfill the responsibilities of the job to an extent that it might or
does cause injury to person or substantial damage to or loss of product, machinery,
equipment, facilities, or other property or other harm.

Chronic or habitual absenteeism, being away from the workplace, or unexcused
tardiness.

Major violation or disregard of established safety rules.

Dishonesty, deliberate misrepresentation, falsification or concealment of a material
fact in connection with any official document.

Theft, actual or attempted.

Threatened or actual physical violence or verbal abuse.

Use, possession, or being under the influence of alcohol or drugs, during work time
except medication prescribed by a doctor and taken in accordance with his/her
instructions.

Disorderly or immoral conduct while on Town premises or on Town business.
Sleeping on the job (exceptin the case of employees assigned to 24-hour shifts).
Off duty misconduct of such major import that the employee is unable to fulfill job
responsibilities or of such significance that there is an adverse effect upon the Town
operations.

Violation of the Town “Code of Conduct.”

Sexual, racial, or any other form of harassment.

Criminal or illegal activity that adversely affects the safe and effective operation of
Town business.

Use of Town property for personal benefit.

Violation of other major Town policies.

58



VII. Grievance Procedure

Policy Statement: The Town of Abingdon desires to resolve employee complaints and grievances in a
fair and equitable manner. If the department supervisor cannot resolve employee complaints, then the Employee
has the Grievance Procedure to use, to resolve the problem.

Employees whose grievance result from work situations deserve, and have the right to submit grievances
for orderly resolution with complete freedom from discrimination, coercion, recrimination, restraint, or reprisal.
The resolution of grievances promotes more effective employer-employee relationships and is in the best mutual
interests of all affected parties.

Coverage: The provisions of this procedure shall apply to all Town employees, and Department Heads.
Also excluded from this procedure are sworn police officers whose grievance procedure will be covered
separately because it falls under Title 2.2, Chapter 3002 of the Code of Virginia.

Determination of Grievability: The grievance procedure is not intended to limit or modify the existing
rights of the Town Management in any of the following areas: (a) directing the work of employees; (b) personnel
selection; (c) maintaining the efficiency of the Town operations; (d) relieving employees from duties of the Town
in emergencies; and (e) determining the methods, means, and personnel required to carry on Town operations.

Whenever a Department Head becomes aware that a grievance has been submitted in writing, he/she shall
forward a copy of the grievance to the Town Manager along with a request that the Town Manager decide
whether the matter is grievable. In addition, the grievant may request from the Town Manager a determination of
grievability. The Town Manager shall decide, within five (5) working days of the request, whether the matter is
grievable. A copy of the decision shall be sent to the grievant and the Department Head.

The decision of the Town Manager concerning the issue of grievability may be appealed to the Circuit
Court for a hearing on whether the matter qualifies for a grievance hearing. The decision of the court is final and
is not appealable.

Proceedings for review of the decision of the Town Manager on the issue of grievability shall be
instituted by filing a notice of appeal with the Town Manager within five (5) workdays after the date of the
decision and by giving a copy of the filing to all parties. Within five (5) workdays thereafter, the Town Manager
shall transmit to the Clerk of the Circuit Court a copy of his/her decision, a copy of the notice of appeal, and the
exhibits, with copies to the grievant. Within thirty (30) days of receipt by the Clerk of these records, the Court,
sitting without a jury, shall hear the appeal on the record transmitted by the Town Manager and any additional
evidence as may be necessary. The Court may affirm the decision of the Town Manager or may reverse or
modify the decision. The decision of the Court shall be rendered no later than the fifteenth (15") day from the
date of conclusion of the hearing.

Definition of Grievance: A grievance shall be defined as a complaint or dispute of an employee relating
to his/her employment, including but not limited to: (a) disciplinary actions including dismissals (i.e., those
resulting from formal discipline or unsatisfactory job performance), demotions, and suspensions; (b) the
application or interpretation of the personnel policies, procedures, rules and regulations, (c) acts of reprisal as the
result of utilizing the grievance procedure or of participation in the grievance of another Town employee, and (d)
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complaints of discrimination on the basis of race, color, creed, political affiliation, age, disability, national origin,
or Sex.

Non-grievable subjects include:

@ the establishment and revision of wages and salaries, position classifications, or general
benefits;

(b) any work activity accepted by the employee as a condition of employment or work
activity which may reasonably be expected to be a part of the job content;

(c) the contents of ordinances, or established personnel policies, procedures, rules, and
regulations;

(d) failure to promote except where the employee can show established promotional policies
or procedures were not followed or applied fairly;

(e) the methods, means, and personnel by which work activities are to be carried on;

()] except where such action affects an employee who has been reinstated within the
previous six (6) months as a result of the final determination of a grievance, termination,
layoff, demotion, or suspension from duties because of lack of work, reduction in work
force, or job abolition;

(9) the hiring, promotion, transfer, assignment, and retention of employees within the Town
government; and

(h) the relief of employees from duties in emergencies. In any grievance brought under the
exception above, the action of the Town shall be upheld upon a showing by the Town
that:

@ there was a valid business reason for the action; and
(2 the employee was notified of such reason in writing prior to the effective date of the
action.

Grievance Procedures: All grievable disputes, as defined in the preceding paragraphs, will be
administered in the specified manner and processed within the stated time limits.

The employee filing a complaint shall have, at every step of the procedure, the right to present witnesses
and evidence to support his/her complaint with complete freedom from reprisal.

STEP 1: An employee who has a grievance shall discuss (orally) the problem with his/her immediate
supervisor. The employee must present his/her initial grievance to his/her immediate supervisor within five (5)
working days of the complaint occurrence. The immediate supervisor shall investigate and respond to the
employee within three (3) working days after the employee’s initial discussion of the matter with him/her.

STEP 2: If the response to step 1 is not acceptable to the grievant, the grievant may file, within five (5)
working days from receipt of the immediate supervisor’s response, a written grievance with his/her immediate
supervisor with a copy of the grievance forwarded to the respective Department Head. The written grievance
must be filed on a completed Grievance form (located in "Appendix A" of Personnel Handbook) and must specify
the relief expected.

The Department Head shall meet face to face with the grievant within two (2) working days after he/she
had received the determination of grievability from the Town Manager
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A written reply by the Department Head shall be made to the grievant within three (3) working days
following the meeting.

STEP 3: If the Department Head’s reply from step 2 is not acceptable to the grievant, he/she may request
in writing, within three (3) working days from receipt of the reply, a meeting with the Town Manager for further
consideration of the grievance. This face-to-face meeting shall be scheduled within five (5) working days from
receipt of this request.

The Town Manager shall hear both sides of the dispute, shall investigate the cause for the dispute, and
shall provide a written reply to the grievant within ten (10) working days of the meeting.

The grievant may have a representative of his/her choice at this meeting. If the grievant is represented by
legal counsel, the Town Manager may also be represented by counsel.

STEP 4: If the reply from step 3 is not acceptable to the grievant, he/she may submit his/her grievance for
a hearing before an impartial panel. The request for a panel hearing shall be made on the Panel Hearing Request
Form, found in Appendix A. Request for a panel hearing must be received by the Town Manager within five (5)
working days after the receipt of the third step reply.

@ Selection of Grievance Panel- The final step in the grievance procedure shall be a hearing before an
impartial three (3) member panel composed of one member appointed by the grievant and one member appointed
by the Town Manager. Both such appointments shall be made within ten (10) working days after the Town
Manager’s receipt of the request for a hearing. The third member of the panel shall be selected by the first two
panel members. They shall accomplish this selection within twenty (20) working days after the Town Manager’s
receipt of the request for a hearing. In the event that agreement cannot be reached as to a final panel member, the
Chief Judge of the Judicial Circuit Court shall select the third panel member within thirty (30) working days after
receipt of the Town’s request for the selection. In all cases, the third panel member shall be chairperson of the
panel.

The following persons may not serve on the panel:

a. Persons involved in an earlier step of the particular grievance or with the complaintor  dispute
that gave rise to the grievance;

b. Managers who are in a direct line of supervision of a grievant;

C. Persons residing in the same household as the grievant and the spouse, parent, child,

descendents  of a child, sibling, niece, nephew, or first cousin of a participant in the
grievance procedure and these relatives of a participant’s spouse; and

d. An attorney having direct involvement with the subject matter of the grievance nor a partner,
associate, employee, or co-employee of the attorney.

The panel has the responsibility to interpret the application of appropriate Town policies and procedures
in the grievance case. It does not have the prerogative to formulate or to change Town policies or procedures.

2 Conduct of Hearing- The panel shall set the time for the hearing, which shall be held as soon as
practicable but no more than ten (10) working days after the panel has been selected, and shall notify the grievant
in writing of the date and time of the hearing. The grievant may have present at the hearing a representative or
legal counsel at his/her expense. Copies of the grievance file shall be sent by the Town Manager or designee to
the panel members.

61



The conduct of the hearing shall be as follows:

A The panel shall determine the propriety of attendance at the hearing of persons not having
a direct interest in the hearing. A record of the hearing shall be made.

B. At the beginning of the hearing, the panel may ask for statements clarifying the issues
involved.

C. Exhibits, when offered by the grievant or the Town, may be received in evidence by the
panel, and when so received, shall be marked and made part of the record.

D. The grievant shall present his/her claim, proof and witnesses who shall submit to

questions or examination first, followed by the Town. The panel, at its discretion, may
vary this procedure but shall afford full and equal opportunity to all parties and witnesses
for presentation of any material or relevant proofs.

E. The parties shall produce any additional evidence the panel may deem necessary for an
understanding and determination of the dispute. The panel shall be the judge of
relevancy and materiality of the evidence offered. All evidence shall be taken in the
presence of the panel and of the parties.

F. The majority decision of the panel shall be final and binding in all its determinations and
shall be consistent with provisions of law and written policies.

The panel chairman shall inquire specifically of all parties whether they have any further proofs to offer
or witnesses to be heard. Upon receiving negative replies, the chairman shall declare the hearing closed.

The hearings may be reopened by the panel on its own motion or under application of a party for good
cause shown at any time before the award is made.

(3) Decision — The decision of the panel shall be filed in writing by the Chairman with the Town Manager
not later than fifteen (15) full working days after the completion of the hearing and shall be final, binding and
consistent with provisions of law and written policy. The question of whether the relief granted by a panel is
consistent with written policy shall be determined by the Town Manager within 15 working days. In such case,
when the decision is not made by the Town Managers, it shall be passed to the Commonwealth’s Attorney Office
of Washington County. The decision shall be made in the format attached to this policy. The panel chairman
shall have the authority to extend this time limit as deemed necessary.

Copies of the decision shall be transmitted to the grievant and the grievant's supervisor.

Either the grievant or the Town Manager may petition the Circuit Court for an order requiring
implementation of the panel decision.

Non-Compliance with Procedural Requirements: If, after the initial filing of a written grievance, either
the grievant or the Town fails to comply, without just cause, with all substantial procedural requirements of the
grievance procedure, a decision in favor of the other party on any grievable issue shall result. Such a decision
shall not occur however, if the party not in compliance corrects the noncompliance within five (5) work days of
receipt of a written notification from the other party of the procedural violation. Such written notification by the
grievant shall be made to the Town Manager.

A decision in favor of the other party shall result if either the grievant or the Town fails to comply,
without just cause, with all substantial procedural requirements at the panel hearing.
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VIIl. Drug and Alcohol Testing

The goal of the Town of Abingdon is to establish and maintain a safe and healthy workplace for

an employee that is free from drug and alcohol abuse, and to protect the safety of its citizens by

providing services in a safe manner. This policy establishes guidelines and procedures for drug and

alcohol screening of applicants and employees, as well as disciplinary actions and rehabilitative measures

that may be required.

A.

Applicants: All job offers made are conditional based upon drug tests results and other

background information. The Town of Abingdon requires drug/alcohol screening as part of the required

medical examination for all applicants that are offered employment with the Town, rehires including

employees seeking transfer or promotion into the following positions:
1.
2.
4.

Sworn Police positions
Positions requiring a Commercial Driver’s License
Candidates for other safety sensitive positions that are of a nature such that the

potential risk justifies screening.

The successful applicant being offered a covered position will provide a specimen for

screening by urinalysis for drugs and other appropriate tests for alcohol. Drug/alcohol

screening will be performed under standard medical procedures as determined by the Town,

in consultation with its third party laboratory vendor. A positive test for drugs or alcohol

shall be grounds for disqualification from employment.

B. Employees:

1.

a.

The drug/alcohol screening tests conducted by the Town will include for-cause testing,
testing of persons applying for or seeking promotion to covered positions within the
Town, testing as a part of some employees’ annual or periodic physical exams, in some
instances, random testing and other testing necessary to comply with Department of
Transportation regulations. Selected testing (e.g., annual or periodic testing as part of a
physical, random testing, etc., as contrasted with for cause testing) shall include a
consideration of the nature of the jobs and the work-related needs of the department.
Employees are expected to report to work on time and in appropriate mental and
physical condition for work. In order to accomplish the Town’s goals and maintain
employee productivity, an employee must:

Not have a detectable presence of illegal drugs in his/her system, have an alcohol

concentration of 0.02 (or greater) or the legal limit in Virginia, whichever is less, be

under the influence of, nor have his/her ability to perform job duties impaired by
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alcohol or any other drugs whether legal or illegal, while on duty or on call, while
on Town property or while off Town property in an official capacity, or at any time
while operating a Town vehicle. Any employee, who as a result of testing is found
to have a detectable presence of illegal drugs or an alcohol concentration of 0.02 or
greater in his/her system, regardless of when, where or how the substance entered
the employee’s system, will be in violation of this policy.

Should a drug test result in "dilute" then the Town has the discretion to order a
second test promptly following the initial test. In the event that two consecutive
drug test results indicate "dilute” it will be considered a positive result and no
further testing will occur at the Town's expense.

b. Not use alcohol while on duty or report to work with the odor of alcohol on his/her
breath or person.

C. Not consume, use, possess, sell, buy, distribute, or offer to sell, to buy, or to
distribute, or to manufacture any illegal drugs or alcohol or any substance that
purports to be an illegal substance, any time during the scheduled work day, while
on Town property, or while off Town property in an official capacity or at any time
while operating a Town vehicle.

d. Submit to a drug or alcohol screening test when requested to do so by the Director
of Human Resources, pursuant to the provisions of the Town’s Drug/Alcohol
Testing Guidelines and/or Department of Transportation regulations as applicable.
It shall be the responsibility of the Department head to contact the Director of
Human Resources upon such reasonable cause.

e. Provide, within twenty-four hours of request, a current valid prescription for any
controlled substance or drug found to be in the employee’s possession or identified
in a positive drug screening analysis.

NOTE: Failure to provide the prescription shall give rise to a presumption that the employee

did not legally possess or use the controlled substance or drug.

! For these purposes, the Town's policy will follow that of the third-party laboratory that performs testing for the Town. Dilute samples fail to contain
sufficient bodily compounds for readable test results. Dilute results can occur when water is added to a sample either by pre-collection (ingesting) or post-
collection (watering-down) methods.
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Reasonable Cause Testing:

1.

E.

The Town of Abingdon may require a current employee to undergo a drug or alcohol
screen if there is reasonable cause to believe that the employee is under the influence of
drugs or alcohol during work hours.

Circumstances which constitute a basis for reasonable cause may include, but are not

limited to:

A pattern of abnormal or erratic behavior, including but not limited to: hyperactivity,
unexplained mood or personality changes, paranoia, hallucinations.

Information which is provided by an individual who, in the judgment of the
Department head, is a reliable and credible source.

Work-related accidents or personal injuries that may have been caused by human error.
Direct observation of drug or alcohol use.

Presence of the physical symptoms of drug or alcohol use, including but not limited to:
glassy or bloodshot eyes, alcohol odor on breath, slurred speech, poor coordination
and/or reflexes, onset of unusual perspiration or shakes, unusual drowsiness or
sluggishness.

Disregard or violations of established safety, security or other operating procedures.
Excessive time away from the workplace, excessive absenteeism or tardiness pattern.
Possession of alcohol or illegal drugs; or the presence of alcohol, alcohol containers,
illegal drugs, or drug paraphernalia in an area subjectto the employee’s control.
Unexplained inability to think or reason at the employee’s normal levels.

Fighting or combative or assaultive behavior.

Random Testing:

In compliance with Department of Transportation regulations, all Town employees
whose job duties require them to possess a valid Commercial Driver's License must
submit to random drug testing.

Other departments may also be included in a program of random
drug/alcohol testing.

Testing during Periodic Physical Examinations: An employee who completes a regularly

scheduled physical examination, as a part of his/her job, will undergo a drug/alcohol test as a part of the

periodic physical.
F

The failure of an employee to submit to a drug or alcohol screening test shall be

considered insubordination and shall subject the employee to immediate disciplinary action, up to, and

including, termination from employment. An employee who refuses to take a drug or alcohol screening

test shall be immediately placed on administrative leave with pay, pending disciplinary action. The

results of a drug or alcohol screening test shall not be used by the Town for any purpose other than to

determine adherence to municipal policy, readiness for work, and appropriate discipline.
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G. The Town may search, at any time, without employee consent, all areas and property in
which the Town maintains either joint control with the employee or full control, including desks,
containers, files, lockers and all Town vehicles.

H. Employees must, as a condition of employment, abide by the terms of this policy and
report any arrest or conviction under a criminal drug statute for violations occurring on or off Town
premises. A report of an arrest or a conviction must be made to the Department head within five (5)
days after the arrest or conviction.

l. An employee who is subject to the guidelines of the “Drug-Free Workplace Act of 1989~
(the Act), is also subject to additional requirements as follows: Within ten (10) days after learning of an
employee’s criminal conviction for illegal drug activity within the workplace, the Town will notify the
granting agency of such conviction, as required by the Act. Within thirty (30) days after learning of an
employee(s) criminal conviction for illegal drug activity within the workplace, the Town will take
appropriate personnel action.

IX. Dress Code

A. The Town of Abingdon is a public service organization and expects all employees to
dress appropriately for a business environment and in keeping with his/her work assignment. Public
image plays an important role in developing and maintaining support for the Town. To maintain the
confidence and respect of the citizens of Abingdon, each employee must exercise good judgment and
professional decision-making as they choose workplace attire. This policy establishes a set of guidelines
to be used across departmental lines.

B. The following guidelines establish the general expectations regarding employee
attire. The following list is not intended to include every possible scenario but presents guidelines for

employee and Supervisory decisions:

1. Clothing, jewelry and accessories must not create a safety hazard for the employee or
others.
2. All clothing must be in good condition without holes, excessive wear or staining from

use or design.
3. Clothing may not display implied or stated profanity.
4. Clothing may not display advertisements or logos for alcohol, tobacco products and/or

illegal or racial or sexual connotations.

5. Employees shall be clean, well groomed and demonstrate acceptable personal hygiene.
6. Appropriate undergarments must be worn.
7. Employees shall not wear facial and/or tongue piercing(s).
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8. Excessive or offensive (profanity, nudity, illegal acts, racial/ethnic slurs) tattoos must

not be visible.
9. Appropriate footwear must be worn.
C. Service Assignments: Employees working in service assignments such as sworn public

safety positions, public works, inspections or other operational/field capacities may be issued workplace
uniforms that shall be worn while performing official duties.

D. Administrative Assignments:

1. The Town supports "business casual” dress for Monday through Thursday for
administrative employees, i.e., those employees working in an office environment.
Business casual is a form of attire that is more traditionally and typically includes
slacks and shirts or suits for men and slacks/skirts with blouses and dresses or suits for
women. Supervisors retain the right to require more formal attire based on the needs
of the department or division.

2. The Town also supports “casual” dress on Fridays or the last workday of a shortened
workweek. Casual dress is a form of attire that is more relaxed and normally
associated with leisure time.

3. Management, including Supervisors, shall retain the right to consider unique
situations and may approve alternate employee attire for a variety of reasons such as
accommodations for medical conditions, religious practices, inclement weather and
Town and/or departmentally sanctioned employee events or activities.

E. Consequences: Employees are expected to abide by the guidelines of the dress code
policy and shall be held accountable for decisions that do not meet the guidelines. When an employee’s
attire does not meet expectations, the immediate Supervisor shall first discuss the matter with the
employee to ensure that the employee understands the policy and its application. If the employee refuses
to change their attire and/or fails to comply with the dress code, the Supervisor may initiate disciplinary
action in accordance with the Town of Abingdon’s disciplinary policy.

X. Harassment

Harassment is verbal and/or physical conduct based on sex, race, religion, disability, national
origin, age or any other class protected against discrimination by state and/or federal laws, when such
conduct has the purpose or effect of substantially interfering with an individual’s work performance or
creating an intimidating, hostile or offensive working environment.

A. Sexual Harassment is any unwelcome sexual advance, request for sexual favors and/or

other verbal or physical conduct of a sexual nature when:
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B.

Submission to such conduct is made either explicitly or implicitly a term or condition
of an individual’s employment.

Submission to or rejection of such conduct upon an individual is used as a basis for
employment decisions affecting such individual.

Such conduct has a purpose or effect of substantially interfering with an individual’s
work performance or creating an intimidating hostile or offensive working

environment.

The Town of Abingdon will not tolerate any form of harassment of its employees.

Allegations of harassment shall be thoroughly investigated and disciplinary or corrective action

taken as warranted. Reprisals against employees who file complaints of harassment are prohibited.

However, such protection shall not condone unfounded or vindictive accusation of others. The Town

shall make efforts to protect the legitimate interests of all parties concerned in a dispute involving

allegations of harassment. Employees who feel they have been subjected to harassment should respond

by using any or all of the following procedures:

1.

C.

Individuals who experience harassment should make it clear to the offending person
that such behavior is offensive to them. Should such behavior continue or reoccur, the
offended employee should bring the matter to the appropriate Supervisor’s attention or
to the attention of other appropriate officials.

Information and advice about harassment may be obtained by contacting the Human
Resource Department, the Town Attorney’s office, for consultation and advice. Every
precaution will be taken to ensure confidentiality at this informal, information
gathering stage.

The employee should report the incident to the Director of Human Resources or
the Town Clerk who shall take immediate action when they become aware of any act
of harassment. An employee may also use mediation or the formal Grievance

Procedure to resolve complaints of harassment.

An employee who believes that he or she has been subjected to harassment must promptly

report such incidents. However, Supervisors have an obligation to act upon any knowledge of harassment

in the workplace and to take prompt, corrective action when necessary to maintain a place of

employment that is free of harassing, abusive or disruptive conduct. In addressing harassment

complaints, the rights of all parties will be protected.
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XI.  Workplace Bullying

Workplace bullying is repeated abuse behavior, actions, or treatment that could potentially
cause harm to another individual or group of individuals. Examples of workplace bullying are, but not
limited to, behavior intended to threaten, humiliate, or intimidate another person; sabotage or other
work interference which prevents work from being performed; and verbal abuse. Verbal abuse includes
acts such as name-calling or any other form of verbal ridicule. No employee shall engage in any act or
behavior which could potentially harm the well-being of another either physical or mentally. If any
employee is found to have violated this policy, he/she will be subject to disciplinary action, which may
include terminate.

XIl.  Workplace Violence

The Town of Abingdon is committed to maintaining a safe, healthy work environment where
employees, visitors and customers are free from the threat of workplace violence. No employee shall
engage in any act, on Town property, while performing work-related duties or involving persons related
to Town employment, that threatens the safety of an employee, visitor or customer, affects the health, life
or well-being of an employee, visitor or customer or results in damage to Town or customer property.
Such actions and incidents will not be tolerated under any circumstances. If such an incident occurs,
anyone found to have violated this policy will be subject to disciplinary action, which may include
termination.

The Town of Abingdon Workplace Violence Policy applies to all employees regardless of funding
status or category and to all volunteers, unpaid interns or others working under the supervision of the
Town.

A. Guidelines:

1 Organizational Responsibility:  The Town will actively support the prevention of
workplace violence through the allocation of appropriate resources for assessment, training
and intervention. The Town takes acts or threats of workplace violence seriously and will
promptly investigate and act upon reports of acts or threats. While unfounded or vindictive
accusations of workplace violence will not be tolerated, no one who reports a valid
incident will be subject to reprisals or retaliation. The Town will establish and maintain a
core Threat Assessment Team comprised of representatives of the Town Manager, Human
Resources and Police to work with and assist departments as needed in evaluating and/or
investigating incidents of workplace violence.

2. Departmental Responsibility: Each Town Department shall work with Director of

Human Resources and the Police Department to complete a site assessment and take
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a.

appropriate action to correct, to the extent possible based on available resources, any
physical problems that may create potential safety hazards. Within sixty (60) days of
receiving the final report of the assessment, each Department shall develop a
Departmental Safety Plan and submit it to the Director of Human Resources, for
approval. The Plan shall contain specific safety practices and procedures that, when
followed, reduce the threat of workplace violence. The Departmental Safety Plan shall be
distributed and communicated to each employee within the Department.
Managerial Responsibility:
Managers and Supervisors shall work in partnership with employees to maintain a safe,
effective working environment. Managers and Supervisors shall attend training on
identifying and defusing workplace conflicts.
Managers and Supervisors must intervene when they see behavior or actions in conflict
with this Policy regardless of the person engaging in such behavior. Where there is
imminent danger, managers and Supervisors shall immediately notify the police.
Managers and Supervisors shall evaluate and investigate as needed if an incident of
workplace violence is reported, is suspected of occurring or has actually occurred.
Managers and Supervisors shall follow up with employees to ensure that safety practices
and procedures are consistently followed.
Employee Responsibility: Employees are expected to treat other people and property
with respect. In most cases employees perform as expected and demonstrate conduct that
reflects credit upon themselves, their coworkers and the Town of Abingdon. When
employees fail to conduct themselves in such a manner, it may become necessary to
intervene as a means of correcting the behavior or ending the employment relationship.
In the event of immediate threat or commission of a crime, employees shall immediately
call the Police Department. Employees are expected to promptly report threats or
incidents of workplace violence to their Supervisor or other available Town official. When
there is imminent danger to persons or property, employees are encouraged to take
reasonable action to safeguard persons or property without putting themselves or others in
danger.
Prohibited Behavior: In keeping with this policy, the Town of Abingdon prohibits any
employee from engaging in acts of violence. Such acts include, but are not limited to:
Verbally or physically threatening, bullying, intimidating, coercing, harassing or

assaulting an employee, visitor, customer or citizen.
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b. Sexually harassing an employee, visitor, customer or citizen.

C. Using, threatening to use, or displaying a weapon of any kind, or any other object that
is used for the purpose of injury or intimidation, unless required by official job duties,
such as a police officer.

d. Any acts that damage, or attempt to damage, Town property or the property of an
employee, visitor, customer or citizen.

6. Reporting and Investigating Procedures: Any employee who has been threatened, is a
victim of a violent act, witnesses any threats or violent acts, or learns of threats or violent
acts, shall report such activity to his/her Supervisor as identified above. In the event that
violence is imminent, the employee shall call the police immediately. An employee may
also report an incident by calling Human Resources. Supervisors, in coordination with
the police, Human Resources and/or the Threat Assessment Team, as needed, shall
promptly evaluate and investigate each report.

7. Confidentiality: Information about an incident of workplace violence will be shared only
with those Supervisors or managers with a legitimate need to know.

XI1. Information Technology Security

The IT Security Policies establish guidelines for the proper and acceptable use of all information
systems including e-mail by Town Employees, elected officials, volunteers, interns, and other affiliates
who may be authorized to use telephones, devices, hardware, software, and/or network connections
provided by the Town of Abingdon. All electronic messages created with, received by, or stored within the
telephone, hardware and software systems administered by the Town of Abingdon are the property of the
Town and, therefore, are not considered private. Employees do not have a personal privacy right in using
the Town’s e-mail system.

The Town of Abingdon reserves the right to restrict or remove access or availability of electronic
tools for any employee that violates appropriate use and/or security policies and practices. Refer to the
IT security policies. Policies included on the Information Technology intranet site for more information.
(See Policy in Appendix)

XIV. Communication - Electronic and Telephone

All electronic and telephonic communication systems and all communications and information
transmitted by, received from, printed from, or stored in these systems are the property of the Town and,
as such, are to be used solely for job-related purposes. The Town retains the right to monitor all of its
electronic and communication systems at its discretion, including listening to and/or printing and
reading all voice mail and e-mail messages stored in these systems. The use of any software and
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business equipment including, but not limited to, facsimiles, telecopiers, computers, and copy machines
for private purposes is strictly prohibited.

Employees using this equipment for personal purposes do so at his/her own risk. Further,
employees are not permitted to use a code, access a file, or retrieve any stored communication unless
authorized to do so or unless he/she has received prior clearance from an authorized Town
representative. All computer codes are the property of the Town. No employee may use a pass code that
has not been issued to that employee or that is unknown to the Town. Employees who violate this policy
are subject to disciplinary action up to, and including, dismissal.

To ensure that the use of electronic and telephonic communications systems and business
equipment is consistent with the Town’s legitimate business interests, authorized representatives of the
Town may monitor the use of such equipment from time to time to determine if such use is business-
related.

The use of personal cell phones, including texting, is prohibited while operating a Town vehicle
during working hours, except when authorized by the Department head or Supervisor. During break and
lunch time personal cell phones may be used.

E-mail is an extension of the workplace and any abusive or inappropriate e-mail will result in
disciplinary action by the employer that could lead to termination. There will be no allowances for
display or transmission of any sexually explicit images, cartoons or messages. The e-mail system will
not be used for any communications containing any racial or ethnic slurs or epithets or anything that
could be construed as harassing or offensive to others based on sex, age, race, national origin, sexual
orientation, disability, color or any other classifications protected by state or federal law. Any message
on the e-mail system can be traced to its author even after the message is deleted.

XV. Computer - Internet Usage
Internet access to global electronic information resources on the World Wide Web is provided by

the Town to assist employees in obtaining work-related data and technology. The following guidelines
have been established to help ensure responsible and productive Internet usage.

All internet data that is composed, transmitted, or received via the Town’s computer
communications systems is considered to be part of the official records of the Town and, as such, is
subject to disclosure to law enforcement or other third parties. Consequently, employees should always
ensure that the business information contained in Internet e-mail messages and other transmissions is
accurate, appropriate, ethical, and lawful.

The equipment, services, and technology provided to access the Internet remain at all times the
property of the Town. As such, the Town reserves the right to monitor Internet traffic, and retrieve and
read any data composed, sent, or received through the online connections and/or stored in the Town’s
computer systems.

Data that is composed, transmitted, accessed, or received via the internet must not contain
content that could be considered discriminatory, offensive, obscene, threatening, harassing, intimidating,

or disruptive to any employee or other person. Examples of unacceptable content may include, but are
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not limited to, sexual comments or images, racial slurs, gender-specific comments, or any other
comments or images that could reasonably offend someone on the basis of race, age, sex, religious or
political beliefs, national origin, disability, sexual orientation, or any other characteristic protected by
law.

The unauthorized use, installation, copying, or distribution of copyrighted, trademarked, or
patented material on the Internet is expressly prohibited. As a general rule, if an employee did not create
material, does not own the rights to it, or has not obtained authorization for its use, then it should not be
placed on the Internet. Employees are also responsible for ensuring that the person sending any material
over the Internet has the appropriate distribution rights.

Abuse of the Internet access provided by the Town in violation of law or Town policies will
result in disciplinary action up to, and including, termination of employment. Employees may also be
held personally liable for any violations of this policy. The following non-exhaustive list contains
examples of previously stated or additional actions and activities that are prohibited and can result in
disciplinary action:

Sending or posting discriminatory, harassing, or threatening messages or images;
Using the organization's time and resources for personal gain;

Stealing, using, or disclosing someone else's code or password without authorization;
Copying, pirating, or downloading software and electronic files without permission;
Sending or posting confidential material, trade secrets, or proprietary information outside
of the organization;

Violating copyright law;

Failing to observe licensing agreements;

Engaging in unauthorized transactions that may incur a cost to the organization or initiate
unwanted Internet services and transmissions;

Sending or posting messages or material that could damage the organization's image or
reputation;

Participating in the viewing or exchange of pornography or obscene materials;

Sending or posting messages that defame or slander other individuals;

Attempting to break into the computer system of another organization or person;
Refusing to cooperate with a security investigation;

Sending or posting chain letters, solicitations, or advertisements not related to business
purposes or activities;

Using the internet for political causes or activities, religious activities, or any sort of
gambling;

Jeopardizing the security of the organization’s electronic communications systems;
Sending or posting messages that disparage another organization's products or services;
Passing off personal views as representing those of the organization;

Sending anonymous e-mail messages;

Engaging in any other illegal or unlawful activities.
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XVI. Social Media Policy

The Town encourages employees to share information with co-workers and with those outside
the Town for the purposes of gathering information, generating new ideas, and learning from the work
of others. Social media provides inexpensive, informal, and timely ways to participate in an exchange of
ideas and information. However, information posted on a website is available to the public and,
therefore, the Town has established the following guidelines for employee participation in social media.

Note: As used in this policy, “social media” refers to blogs, forums, and social networking
sites, such as Twitter, Facebook, LinkedIn, YouTube, and MySpace, among others.

Off-duty use of social media. Employees may maintain personal websites or web logs on their
own time using their own facilities. Employees must ensure that social media activity does not interfere
with their work. In general, the Town considers social media activities to be personal endeavors, and
employees may use them to express their thoughts or promote their ideas, as long as they do not conflict
with Town policies or business.

The Town monitors employee use of company computers and the Internet, including employee
blogging and social networking activity.

Respect. Demonstrate respect for the dignity of the Town, Council, citizens, businesses, and
employees. A social media site is a public place, and employees should avoid inappropriate comments.
For example, do not use ethnic slurs, personal insults, or obscenity, or use language that may be
considered inflammatory. Even if a message is posted anonymously, it may be possible to trace it back
to the sender.

Post disclaimers. If an employee identifies himself or herself as a Town employee, or discusses
matters related to the Town on a social media site, the site must include a disclaimer on the front page
stating that it does not express the views of the Town and that the employee is expressing only his/her
personal views. For example: “The views expressed on this website/Web log are mine alone and do not
necessarily reflect the views of my employer.” Place the disclaimer in a prominent position and repeat it
for each posting expressing an opinion related to the Town or Town business. Employees must keep in
mind that if they post information on a social media site that is in violation of company policy and/or
federal, state, or local law, the disclaimer will not shield them from disciplinary action.

Confidentiality. Do not identify or reference Town Council, residents, visitors or businesses
without express permission. Employees may write about their jobs in general but may not disclose any
confidential or proprietary information. For examples of confidential information, please refer to the

confidentiality policy. When in doubt, ask before publishing.
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Discipline.  Violations of this policy may result in discipline up to and including immediate
termination of employment.

Note: Nothing in this policy is meant to, nor should it be interpreted to, in any way limit
your rights under any applicable federal, state, or local laws, including your rights under the
National Labor Relations Act to engage in protected concerted activities with other employees to
improve terms and conditions of employment, such as wages and benefits.

Social Media Tips:

1. Keep personal and professional interests separate. Facebook is better suited for personal,
family, and friend connections.

Remember: "the whole world is watching!"

Frequently monitor and update your posts.

Regard social media as a powerful marketing tool.

Use the built-in privacy capabilities of the social networking sites, and consider limiting
the access of users you are connected with.

Remember that what you put out there is permanent!

Social Media Law Conference 2014/Virginia CLE

okrwn

o

XVII. Public Speech
The Town respects and honors the First Amendment rights of its employees to speak out as
citizens on matters of public concern and to post personal comments on the Internet (e.g., an employee’s
own website, blog, Facebook, MySpace, Twitter or similar social networking site). However, a Town
employee whose public statements or Internet postings interfere with the Town’s ability to provide
effective and efficient services to the public, may be disciplined for such comments or postings.
A. Examples of public speech or online postings for which an employee may be disciplined
include, but are not limited to public speech or postings that:
1 Impairs discipline or harmony among co-workers.
2 Interferes with the employee’s job performance.
3 Interferes with the operation of the Town’s business.
4. Discloses confidential or sensitive governmental information.
5 Has a detrimental impact on working relationships that require personal loyalty and
confidence.
XVIII. Town Issued Cell Phone; I-pad; Tablet; Laptop Policy

The Town of Abingdon recognizes that certain positions of employment within the Town require
that an employee and/or Council Member and/or Council Appointee be accessible when away from the

office or during times outside scheduled working hours. For this reason, in addition to economic
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management and IRS income-related concerns, the Town has carefully studied policies from localities
across the Commonwealth regarding the efficiency and effectiveness of the best use of said electronic
devices among said Individuals.

The Abingdon Town Manager shall designate certain Individuals who will be eligible to receive
and own a cell phone and/or I-pad/tablet/laptop computer. Specific type of configuration, brand and
style of equipment will be at the sole discretion of the Town Manager in collaboration with the
Information Technology Department. Upon issuance of the equipment the employee individually shall
own outright the hardware. In order to meet satisfactory measures of efficiency, effectiveness and
comply with IRS regulations pertaining to the Individual's taxation of benefits received from Town-
provided equipment, the Town's primary method of providing electronic devices shall be observed as
follows, and each Individual shall:

A. Besides a cell phone and/or additional electronic equipment, designated Individuals shall receive
a stipend from the Town each of twenty-six (26) pay periods in the amount equal to the cost of
the respective service to each employee, depending upon specifics regarding type, quantity and
service required,;

B. The stipend amount shall be automatically deducted from the employee's check and will be used
to reimburse the Town for the cost of the respective service. No tax consequence shall apply to
the individual employee;

C. Upgrade(s) to service or equivalent provided, if any at all, will be at Individual's expense; and

D. A new device, at the sole discretion of the Town Manager and IT Director, shall be provided by
the town to the applicable employees issued devices hereunder every two (2) years;

E. The service plan will be provided by the Town to each designated employee and each phone will
be assigned a maximum amount of usage, or minutes. Any excesses in usage charges shall be
reimbursed by the Individual,

F. The employee, as owner of the phone or device(s), may use the devise same for his/her personal
use and any/all personal use shall not be subject to the censorship of the Town or the general
public;

G. Any/all Town business conducted on the phone or other device(s) shall be the sole property of
the Town and subject to censorship;

H. The Town Manager shall have the sole discretion to terminate use of any service plan, should
unnecessary or abusive use of the phone or devices(s) become evident during regular working

hours.
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I.  While the Town recognizes that the Individual does not control incoming calls, the Town expects
said Individuals to exercise prudent judgment in keeping personal calls to a minimum during
regular working hours, as applicable;

J. Upon separation from the Town, the Individual shall own outright his/her respective phone
and/or device(s), however, service as described herein on the part of the Town contract shall be
terminated as of the date of the separation, unless a written extension is issued at the discretion of
the Town Manager;

K. Upon separation from the Town, the IT Department of the Town shall have the right to inspect
the hard drives or memory sticks of any device issued for the sole purpose of gathering and
preserving all Town-related data on said device;

L. The Town reserves the right to cancel the benefit described herein (use of cell phone and
device(s)) of any Individual for budgetary restraints, job-related need and/or abuse of same as
described above.

XIX. Personal Property

The Town cannot be responsible for personal property that is lost, damaged or stolen. If you
bring personal property items/belongings into the office or on Town property, you are responsible to
keep track of them.

If you do bring personal property, you need to understand that it will not be covered under the
Town’s insurance and because of limitations on personal homeowners' policies with business property
away from the home premises, it may not be covered under your homeowner’s coverage either.

Also the Town prohibits any items on the premises or worksite that are sexually suggestive,
offensive, or demeaning to specific individuals or groups, along with unauthorized firearms or other
weapons unless he/she possess a concealed weapon permit. Employees should understand that all
personal property brought onto the employer's premises may be inspected for purposes of enforcing the
organization's policies and to protect against theft.

Personnel shall not enjoy the Fourth (4th) Amendment search and seizure requirements on any
Town of Department owned locker, vehicle, desk, or other container. All such items are subject to
search without notice. In addition, all telephone calls made from or to equipment purchased by the
Town to be used by employees, may be monitored at any time, without notice to either party.

XX. Parking

Parking is normally provided to Town of Abingdon employees in lots near various work sites.
Parking for employees with an authorized handicap decal or license plate is also available near
Town work sites. Public parking spaces, including marked handicap spaces, surrounding Town Hall and
other Town facilities are designed for use by residents and visitors and shall not normally be used for

daily parking by employees.
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XXI. Tobacco Products

The Town of Abingdon supports and promotes a smoke-free environment. On-duty employees are
prohibited from any tobacco use in any municipal building or Town vehicle. Employees are prohibited
from smoking or vaping illegal substances on any of the Town campuses, curtilages in any Town
building and/or property upon which same are located, including any Town vehicle. Violations of this
policy and/or disregard for failure to comply with this standard of conduct may lead to disciplinary
action, up to and including possible termination of employment and any other remedy available at law.
XXII. Inclement Weather

During inclement weather conditions, all municipal offices remain open to serve the citizens of
Abingdon and employees are expected to report to work. In situations of extreme weather conditions, the
Town Manager shall determine the staffing levels required to meet citizen/customer needs and may
allow liberal leave usage so that employees who are concerned about their travel safety may use
appropriate accrued leave. In these cases supervisory approval for leave usage is required.
XXI11. Police Officers' Procedural Guarantees

Sworn police officers of the Town of Abingdon are provided certain procedural rights in matters
that could lead to dismissal, demotion, suspension, or transfer for punitive reasons. These rights are
mandated by the Law Enforcement Officers’ Procedural Guarantees Act, Code of Virginia, Title 2.1
Chapter 10.1, and Section 2.1-116.1 through 2.1-116.9.

The rights guaranteed to police officers under this Act are as follows:

1. Conduct of Investigation: Whenever an investigation by the Town focuses on matters
that could lead to dismissal, demotion, suspension, or transfer for punitive reasons of a
law enforcement officer, the following procedures are required:

a. Any questioning of the officer shall take place at a reasonable time and place as
designated by the investigating officer, preferably when the officer under investigation
is on duty and at the office of the Abingdon Police Department, unless circumstances
dictate otherwise;

b. Prior to the officer’s being questioned, he/she shall be informed of:
I. the name and rank of the investigating officer and any individual to be present

during the questioning; and
ii. the nature of the investigation.

2. Personal Assets of Officers: No law enforcement officer shall be required or requested to
disclose any item of his/her property, income, assets, source of income, debts, or personal

or domestic expenditures, including those of any member of his/her family or household,
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4.

unless this information is necessary in investigating a possible conflict of interest with
respect to the performance of his/her official duties, unless the disclosure is required by
law, or unless this information is related to an investigation.

Notice of Charges: Before any dismissal, demotion, suspension without pay, or transfer
for punitive reasons may be imposed, the following rights must be granted:

The law enforcement officer shall be notified in writing of all changes, the basis
therefore, and any action that may be taken;

The law enforcement officer shall be given five (5) working days to respond orally
and in writing to the charges;

In making his/her response, the law enforcement officer may be assisted by counsel at
his/her own expense;

The law enforcement officer shall be given written notification of his/her right to
initiate a grievance under the Town’s grievance procedure, set forth above. A copy of
the grievance procedure shall be provided to the law enforcement officer upon his/her
request;

A law enforcement officer may proceed under either the grievance procedure of the
Town or the law enforcement officers’ procedural guarantees, but not both.

Hearing:

a. Whenever a law enforcement officer is dismissed, demoted, suspended, or transferred for

punitive reasons, he/she may, within five (5) working days following that action, request a
hearing before a panel, as described below. If the request is timely, a hearing shall be held
within fourteen (14) working days from receipt of the request unless a later date is agreed
to by the law enforcement officer. At the hearing, the law enforcement officer and the
Town shall be afforded the opportunity to present evidence and to examine and cross-
examine witnesses.

The panel shall have the power to, and on the request of either the law enforcement Officer
or the Town shall, issue subpoenas requiring the testimony of witnesses who have refused
or failed to appear at the hearing. The law enforcement officer and the Town also shall be
given the opportunity to be represented by counsel at the hearing. The panel conducting
the hearing shall rule on the admissibility of the evidence. A record shall be made of the
hearing.

. The hearing shall be conducted by a panel consisting of one member from within the

agency selected by the grievant; one member, appointed by the Town Manager, from
within the agency and of at least equal rank but no more than two ranks above the grievant,
and a third member from within the agency selected by the first two members. In the event
that the two members cannot agree upon their selection, the Chief Judge of the Circuit
Court shall choose the third member.

In lieu of complying with step three (3) of the grievance procedure, the Town may give the
law enforcement officer a written statement of the charges, the basis therefore, and the
action that may be taken and provide a hearing as provided for in Paragraph four (4),
above. If this option is exercised, the hearing shall be held before the law enforcement
officer is dismissed, demoted, suspended, or transferred for punitive reasons.
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d. The recommendations of the panel, and the reasons therefore, shall be in writing and shall
be transmitted promptly to the law enforcement officer or his attorney and to the chief
executive officer of the law enforcement agency. These recommendations shall be
advisory only but shall be accorded significant weight.

e. Immediate Suspension — Nothing in this section shall prevent the immediate suspension
without pay of any law enforcement officer whose continued presence on the job is
deemed to be a substantial and immediate threat to the welfare of the Town or the public,
nor shall anything in this section prevent the suspension of a law enforcement officer for
refusing to obey a direct order issued in conformance with the Town’s written and
disseminated rules and regulations. In such a case, the law enforcement officer, upon
request, shall be afforded the rights provided under this section within five (5) working
days from the date of the suspension.

f. Oral Reprimand Not Prohibited — Nothing in this section shall be construed to prohibit the
informal counseling of a law enforcement officer by a Supervisor in reference to a minor
infraction of policy or procedure which does not result in disciplinary action being taken
against the law enforcement officer.

g. Nothing herein shall preclude a law enforcement officer’s use of the Town’s grievance
procedure in appropriate cases if he/she elects at the outset to proceed under the grievance
procedure.

This handbook summarizes the Law Enforcement Officers’ Procedural Guarantee Act as
amended on July 1, 2009. In the event there is a discrepancy between the Act and this handbook, the
provisions of the Act control.

XIV. News Media/FOIA/Information

To ensure that all Town related information is accurate and up to date, all requests for news
comment or release of information are to be referred to the office of the Town Manager. No statement
which involves the Town, its policies, clients or employees is to be released verbally or in writing by

any employee; all inquires are to be referred to the person(s) named above.
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6.
1

Compensation

Pay Actions
Employment actions such as selection, promotions and reassignments typically have a pay action

associated with the employment change. The following sections include the usual actions and

corresponding pay actions. In most cases, review by the Director of Human Resources and the Finance

Director are required prior to applicant or employee notification and implementation of a pay action.

A. New Hire Pay: Pay for newly hired employees is determined based on a variety of factors

such as the grade assignment of the position, the employee's level of knowledge, skills and abilities and

current market conditions. In no case will a new employee’s pay be set below the minimum of the

assigned pay grade or above the maximum of the assigned pay grade.

1.

Initial Pay Rate: Newly hired employees shall normally have their pay set at the beginning of the
pay range established for the position.

Pay Rates above Minimum: There may be situations when it is necessary to set pay above the
minimum of the pay grade, based on the value of the position to the Town, the knowledge, skills
and experience the candidate brings to the position, and market conditions for the particular
position. Department heads have the discretion, based upon available resources, to set pay and
benefits for a newly hired employee within the pay range. Such decisions must be supported by
written justification to the Human Resource Department and verification of available funding by
the Finance Department prior to making the offer to the applicant. The justification shall
include the value of the position to the department, the knowledge, skills and experience the
candidate brings to the position, the impact of above minimum salary on other incumbents and
the market conditions for the particular position.

Agreements for Pay above Minimum: In some instances, it may be unclear at the point of hire
whether the new employee has the necessary skills to warrant a hiring salary above the
minimum of the pay grade. In these situations, the Department head may hire the employee at
the minimum of the pay grade and award a within grade increase in six months, if the employee
meets specific performance conditions. The details of this agreement, including specific
performance objectives, amount of salary increase, and date of evaluation and implementation of
increase, shall be documented in writing to the employee. Such actions must be coordinated with
Human Resources and the funding verified by the Finance Department prior to making an offer to
the candidate. A copy of the agreement shall be maintained in the official personnel file in Human

Resources.
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B. Overtime Compensation: All Town departments have established work schedules as required
by workload, production flow, service needs, and the efficient management of resources. In addition to
these established schedules, service delivery needs may require overtime work when authorized by
management, i.e. more than 40 hours of actual work in one administrative work week. The following
pay actions apply when overtime work is authorized.

1. Eligibility for Overtime Compensation: The Fair Labor Standards Act (FLSA) is a federal
law which requires that most employees in the United States be paid at least the federal
minimum wage for all hours actually worked (productive time) and overtime pay, at one and
one-half times the regular rate of pay, for all hours worked over 40 hours in a workweek,
unless governed by the 207k public safety exemption. The time needed to travel to
destinations outside of the normal work location, beyond commuting time, to conduct
required Town business is usually considered productive time.

2. Section 13(a)(1) of the FLSA provides an exemption from both minimum wage and overtime
pay for employees in bona fide executive, administrative or professional positions. Therefore, in
compliance with the FLSA, all positions in the Town are designated as EXEMPT or NON
EXEMPT. Job titles do not determine exempt status. In order for an exemption to apply, an
employee’s specific job duties and salary must meet all the requirements of the regulations.
Non-exempt employees are covered by the FLSA and are eligible for overtime compensation
for hours worked beyond the threshold established by the FLSA.

3. Overtime Compensation for Non-Exempt Employees: The FLSA requires that non-exempt
employees receive overtime compensation at 1.5 times the hourly rate for hours worked in
addition to specified hours threshold, normally 40 hours in one administrative work week,
except sworn Public Safety positions, which have a threshold established in accordance with
section 207k of the FLSA (refer to Chapter 2, Section XIII, Scheduling of Work). While paid
time off is not included as actual hours worked under the FLSA regulations, the Town
provides a more generous benefit than is required by law and includes all paid time off, except
sick leave, as productive time worked for overtime compensation purposes. In compliance with
State law, all paid hours will contribute to the hours worked threshold for sworn police
employees. A non-exempt employee shall not work any time that is not specifically authorized
by his/her Supervisor. Non-exempt employees are prohibited from performing any “off-the-
clock”work, i.e, work performed but not recorded on the timesheet.

4. Exempt employees are not subject to the provisions of the FLSA and therefore, are not

typically eligible to receive overtime compensation. However, they may with the approval of
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their Supervisor, use discretion to adjust their regular work schedule following extended
periods of work in excess of 40 hours per administrative work week. While employees in
exempt positions are not normally eligible for overtime compensation, the Town may choose
to pay overtime, under certain conditions, to employees classified as exempt under the FLSA
guidelines. Such conditions may include unusual, or emergency, circumstances when the
employee performs work usually defined as non-exempt and as included in procedures
previously approved by the Town Manager.

5. Overtime compensation may be in the form of compensatory time at hour per hour of time
awarded for each hour worked over the appropriate threshold or monetary payment, at
management’s discretion. The Town limits the amount of compensatory time a non-exempt
employee can earn in lieu of cash overtime payment to 40 hours (120 hours for uniformed
public safety employees) after which monetary payment must be made. While employee
preferences may be considered, employees may be required to take accrued compensatory time
off as paid leave. Accrued compensatory time should ideally be taken during the same month
earned at Supervisor's discretion. Unused compensatory time must be paid within a
reasonable period of time upon separation from Town employment or upon promotion or
reassignment to an exempt position.

Il Pay Process

A. It is the Town’s policy and practice to accurately compensate employees and to do so in
compliance with all applicable state and federal laws. To ensure that employees are paid properly for all
time worked and that no improper deductions are made, each employee must complete appropriate
records regarding time worked and leave taken.

B. In addition to required deductions for federal and state income tax, Social Security, and those
required by court orders, such as garnishments and child support payments, an employee may also
authorize other Town approved pay deductions, such as contributions for dependent medical and dental
coverage, United Way contributions, deposits in the credit union or contributions to the Town’s
Deferred Compensation Program.

C. The Town makes every effort to ensure pay accuracy and each employee shall review
his/her check statement when received to make sure that the pay is correct. Occasionally, mistakes may
happen. In the event that a mistake does occur, employees are encouraged to notify Payroll and prompt
corrections will be made. An employee, who believes that a mistake has occurred, or an improper
deduction has been made, must immediately report this information to his/her direct Supervisor or to

Payroll. Reports of improper deductions will be promptly investigated. If it is determined that an
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improper deduction has occurred, the employee will be promptly reimbursed for any improper deduction
made.
I11:  Garnishment

If the Town receives a Court order to garnish an employee’s wages, federal or state laws require
compliance therewith. A garnishment, including child support, will reduce the garnished employee’s
take-home pay. Should the Town be forced to comply with multiple wage garnishments, it may elect to
discipline or discharge the employee because such multiple garnishments excessively consume the

Town’s resources.
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7. Performance Management

Performance Management is a participatory process in which employees and Supervisors work
together to ensure that work expectations are identified, communicated and measured. Employee
performance management, through feedback and evaluation, is a vital part of personnel management. It
is used to enhance performance through appraisal, discussion and coaching which may be formal or
informal. Performance feedback is most effective when completed on an ongoing basis to reinforce good
performance or to improve performance when needed. Formal, written, performance feedback and
appraisal shall be completed annually or every two years. While performance management is a
participatory process, Supervisors are responsible for ensuring timely completion.

This policy and the performance evaluation tools are the basis for consistent, equitable application
of performance management by all departments, divisions and work units within the Town. The policy
provides guidance to employees and Supervisors about the purpose and process of performance
evaluation. Implementation of the performance management policy will help employees develop their
skills and value to the organization by identifying what the organization expects, by communicating it
and by holding employees accountable.

1. Objectives of Performance Management

The primary objectives of the performance management program are:

A. To provide the assessment and development needed to achieve service delivery objectives,
to help employees develop in their current jobs, and help prepare them for higher level positions.

B. To provide a means of identifying what the organization expects of employees, of
communicating it to them and of holding them accountable for meeting expectations.

C. To ensure that employees are fully aware of performance standards that apply to the job,
to let employees know that they can improve their performance and increase their contribution through
feedback, coaching, training and developmental activities.

D. To recognize overall work performance by employees.

1. Assessing Performance

Successful performance management relies upon an effective partnership between employees and
Supervisors, as well as a clear understanding of the expectations of each job.

Effective performance management will also:

A. Be job oriented, providing an evaluation of performance against specific standards, goals

and objectives that are related to realistic workplace practices.
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B.

Promote employee job satisfaction and morale by letting them know that Supervisors are

interested in their progressand development as well as providing regular feedback.

C.

Make sense to employees so that employees can clearly understand the areas in which

they need improvement, performing tasks adequately or performing above expectations.

D.
E.
F.

Be consistent across the organization.
Provide a reasonable judgment of sustained performance.

Include goalsthat are Specific, Measurable, Achievable, Realisticand Timely (SMART).

I1l. Completing the Performance Review

The formal review of performance is based on evaluating employee behavior against the basic

competencies needed to deliver public services as well as the specific tasks and expectations of the

employee’s job.

The following procedures will be used to complete a formal, annual review of employee

performance:

A. Administration of the Performance Review:

1.

Formal, written review and a face-to-face performance discussion shall be completed
as set forth, but periodic discussion and feedback is encouraged.

Supervisors and employees must become familiar with the evaluation tool including
core competencies.

Supervisors are responsible for ensuring timely completion of performance reviews.

The employee’s immediate Supervisor shall complete the appraisal and, at the
discretion of the Department head, coordinate with a second level Supervisor or other
manager prior to meeting with the employee to discuss review.

The attached form(s) shall be used for annual appraisal, unless an alternative tool has
been reviewed by Human Resources and approved by the Town Manager in advance.

A copy of the completed evaluation, or results of an alternate tool, shall be forwarded to
Human Resources for inclusion in the official personnel file.

Specific instructions for using the evaluation tool are included with the tool and shall
be followed to complete written evaluations.

It is recommended that the employee be asked to complete a self-evaluation and share
the result with his/her Supervisor in advance. While the Supervisor is responsible for
rating decisions, the employee’s perspective, as well as that of the Supervisor, shall be
discussed during the face-to-face meeting.

Each competency or aspect of the evaluation shall be reviewed separately.
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B. Actions Required When Overall Performance is less than Acceptable: When an employee’s
performance deteriorates to a level that could lead to serious consequences such as reassignment,
demotion or dismissal, he/she must be given a reasonable opportunity to bring his/her performance to an
acceptable level. Action shall be taken at any time during the rating period if the Supervisor determines
an employee’s performance to be below an acceptable level. In these situations the employee must be
notified of the following:

1. The specific job requirements or performance expectations the employee is failing to
perform satisfactorily.

2. What the employee must do to bring the performance to a satisfactory level.

3. What management will do to help the employee improve such as providing additional

training, regular feedback or written guidance.

4. The frequency at which the employee can expectto receive interim feedback.
5. A date by which the employee must raise his/her performance to a satisfactory level.
6. The consequences of failing to improve overall performance to a satisfactory level such

as reassignment, demotion or dismissal.

C. Deferral of Performance Review: A formal, written performance review may be deferred in
cases where an employee has been absent from work for an extended period of time and the Supervisor
has not had sufficient opportunity to observe performance. Such deferral shall not exceed the total time
of the employee’s absence from regularly assigned duties and shall be documented in a memorandum to
the Director of Human Resources with a copy provided to the employee.

D. Alternate Performance Management Tools: Department heads, working in conjunction with
the Director of Human Resources, may propose alternative performance management tools for all or some
employees in their departments when there is a compelling, justifiable business need to do so and such
alternative tools meet the objectives of the Town-wide system. Such tools must be reviewed and approved
by the Town Manager prior to development and/or implementation and must ensure that the alternate
coordinates with other elements of the human resources program such as job descriptions, pay systems
and reward programs. A copy of approved alternative tools shall be given to the Director of Human
Resources for recordkeeping and shall be reviewed periodically by the appropriate Department head.
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Appendix

l. Town of Abingdon Performance Form

Town of Abingdon Performance Management Program

Employee Evaluation Summary Form

Employee Name: Dept:
Division: Job Title:
Date: Rating Period:
Circle One: Interim Evaluation Mid-Year

PART 1: Core Competencies

Annual Evaluation

1. Customer/Citizen Service: Treatment of people who receive the
employee's productive service; management of difficult or emotional
customer/citizen situations; resonse to customer/citizen needs and
requests; solicitation of customer feedback to improve service; meeting
commitments to customer/citizen; building constructive, cooperative
and pleasant relationships. Commitment to serve the public; focus on
finding and meeting the needs of others.

Comments/Examples of Performance:

[ ] Unacceptable
Performance

[ ] Marginal Performance

[ ] Acceptable Performance
[ ] Commendable Performance

[ ] Exceptional Performance

2. Adaptability/Flexibility: ~ Adjustment to changing priorities,
proactive thinking, pursuit of opportunities and appropriate action;
accommodaton of new or changing conditions; adaptation to chages in
the work envirnment; management of competing demands; utilization of
an approach method to best fit the situation; dealing with anger,
frustration and disappointment; dealing with frequent changes, delay or
unexpected events.

Comments/Examples of Performance:

[ ] Unacceptable
Performance

[ ] Marginal Performance

[ ] Acceptable Performance
[ ] Commendable Performance

[ ] Exceptional Performance

3. Work Habits: Individual behaviors which impact work and over
which an employee has independent control; consistency with the vision
and values of the Town, department and work unit including acting in
ways that are equitable, ethical and legal; treating all people with
respect; keeping commitments; inspiring the trust of others; working
with honesty and integrity; safety habits, appearance and personal
hygiene is appropriate to the job duties performed; use of paid time off;
time management; confidentiality as appropriate; use of work hours for
personal business.

Comments/Examples of Performance:

[ ] Unacceptable
Performance

[ ] Marginal Performance

[ ] Acceptable Performance
[ 1 Commendable Performance

[ ] Exceptional Performance
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4. Communication: The exhance of information and ideas; ability to
get a message across effectively as well as undertand verbal messages;
ability to read and interpret written information; listening without
interrupting; ability to write clear and appropriately; manner in which
one verbally interacts with others; shares work related information with
others as appropriate.

Comments/Examples of Performance:

[ ] Unacceptable
Performance

[ ] Marginal Performance

[ ] Acceptable Performance
[ ] Commendable Performance

[ ] Exceptional Performance

5. Organizing/Planning/Project Management: Forward focus resulting
in scheduling work, setting goals, anticipating and preparing for future
assignments and establishing priorities; demonstratng initiative and
follow-through, coordinating all resources to ensure work is completed
on time; maintains appropriate records as needed.

Comments/Examples of Performance:

[ ] Unacceptable
Performance

[ ] Marginal Performance

[ ] Acceptable Performance
[ ] Commendable Performance

[ ] Exceptional Performance

6. Decision-Making/Judgment: Choice of an appropriate course of
action; willingness to make decisions in a timely manner; exercising
sound and accurate judgment; support and explanation of reasons for
decisions; including appropriate stakeholders in decision-making.

Comments/Examples of Performance:

[ ] Unacceptable
Performance

[ ] Marginal Performance

[ ] Acceptable Performance
[ 1 Commendable Performance

[ ] Exceptional Performance

7. Supervision/Management/Coaching: Improving the performance of
others and creating a positive work environmnet; helps others build self-
confidencce and motiation; evaluating performance and providing
opportunities for growth of employee's knowledge and skill levels;
ability to achieve organizational goals through others by directing,
guiding, encouraging and giving staff room to act; recognizing
contributions and success.

Comments/Examples of Performance:

[ ] Unacceptable
Performance

[ ] Marginal Performance

[ ] Acceptable Performance
[ 1 Commendable Performance

[ ] Exceptional Performance
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8. Continuous Improvement/Innovation: Orientation toward new or
unexplored work methods, materials or equipment; looks for ways to
improve and promote quality service; displays original thinking and
creativity; meets challenges with resourcefulness; generates suggestions
for improving work; develops innovative approaches and ideas; presents
ideas and information in a manner that nets others' attention

Comments/Examples of Performance:

[ ] Unacceptable
Performance

[ ] Marginal Performance

[ ] Acceptable Performance
[ ] Commendable Performance

[ ] Exceptional Performance

9. Strategic Thinking: Balance of short and long term goals with
available financial assets; identification and evaluation of options and
alteratives as part of the planning process; change in plans and/or goals
as conditions and situations require.

Comments/Examples of Performance:

[ ] Unacceptable
Performance

[ ] Marginal Performance

[ ] Acceptable Performance
[ 1 Commendable Performance

[ ] Exceptional Performance

10. Fiscal Resource Management: The effective use of and level of
control of Town resources, development, implementation and effective
monitoring a budget that is driven by the vision, principles and policies
of the Town Council and the overall mission of the Town; accurate
forecast of resource needs for operations, capital impovement and
programs, taking into account the overall organizational revenue and
expenditure situation

Comments/Examples of Performance:

[ ] Unacceptable
Performance

[ ] Marginal Performance

[ ] Acceptable Performance
[ ] Commendable Performance

[ ] Exceptional Performance
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Part I1: Job Specific Responsibilites and Roles

Six to eight primary responsibilities, typically from the position description, when coupled with the core
competencies, are sufficient to evaluate an employee's overall work performance.

1. Responsibility:
Measure:

Results:

[ ] Unacceptable Performance
[ ] Marginal Performance

[ ] Acceptable Performance

[ ] Commendable Performance

[ ] Exceptional Performance

2. Responsibility:

Measure:

Results:

[ ] Unacceptable Performance
[ ] Marginal Performance

[ ] Acceptable Performance

[ 1 Commendable Performance

[ ] Exceptional Performance

3. Responsibility:
Measure:

Results:

[ ] Unacceptable Performance
[ ] Marginal Performance

[ ] Acceptable Performance

[ ] Commendable Performance

[ ] Exceptional Performance

4. Responsibility:

Measure:

Results:

[ ] Unacceptable Performance
[ ] Marginal Performance

[ ] Acceptable Performance

[ 1 Commendable Performance

[ ] Exceptional Performance

5. Responsibility:

Measure:

Results:

[ ] Unacceptable Performance
[ ] Marginal Performance

[ ] Acceptable Performance

[ 1 Commendable Performance

[ ] Exceptional Performance
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6. Responsibility:
Measure:

Results:

[ ] Unacceptable Performance
[ ] Marginal Performance

[ ] Acceptable Performance

[ ] Commendable Performance

[ ] Exceptional Performance

AVERAGE PART Il RATING:

[ ] Unacceptable Performance
[ ] Marginal Performance

[ ] Acceptable Performance

[ 1 Commendable Performance

[ ] Exceptional Performance

PART I111: Development Activities - Optional

An individualized developmental action plan for the upcoming year designed to support personal
development, job related knowledge, skills and/or abilities that increass employee value to the
organization, personal progression and marketability.

Activity

Expected Learning

Resources/Assistance

Section 1.01 Results
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SUMMARY::

Competency

Unacceptable
Performance

Marginal
Performance

Acceptable
Performance

Commendable
Performance

Exceptional
Performance

Customer/Citizen Service

Adaptability/Flexibility

Work Habits

Communication

Project Management

Decision
Making/Judgment

Supervision/Management

Continuous Improvement

Strategic Thinking

Fiscal/Resource
Management

Average of Part Il
(Job Specific
Responsibilities)

Overall Ratings

Developmental Activity
Assessment

Supervisor Signature:
Reviewer's Signature:
Employee Signature:

Date:

Date:

Date:

(Signature does not necessarily signify agreement with ratings)
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TOWN OF ABINGDON, VIRGINIA

BACKGROUND CHECK RELEASE FORM

Full Name:

Alias Names:

Current Address:

Social Security No.: [/ / Date of Birth: ]

The undersigned individual does hereby authorize agents of the Town of Abingdon, Virginia to inquire
into his/her background for any record of criminal, driving and credit history. It is understood that this
criminal, driving and credit history will contain only adult history.

Signed this the day of ,

Signature

Do Not Write Below This Line

[] No Record Found
[1] See Attached

Remarks: Unauthorized dissemination will subject the disseminator to criminal and civil penalties. This record
check is limited to adult conviction, driving and credit history data provided.



TOWN OF ABINGDON, VIRGINIA

Dear Applicant:

The Town of Abingdon, Virginia is pleased to extend to you a conditional offer of
employment as in the department at a rate of
(which is $ per year on an annualized basis) beginning . This
conditional job offer is contingent upon receipt of a satisfactory drug/alcohol screening and
background check. This conditional job offer is valid until two weeks from the date of this
letter.

Ideally, the screening and background check must be completed no later than five (5)
days from the date of this letter. If you have not been contacted by our Human Resource
Manager (see contact information below), please do so as soon as possible to set up the screening
and to discuss other potential on-boarding employment matters.

Sincerely yours,

Deborah Atkins-Vance
Human Resource Manager
(276) 492-2139
dvance@abingdon-va.gov

Cc: Human Resource Department



INCIDENT RIéPORT FORM

Please print clearly and check the correct box

Status: O Employee O contractor O other

Outcome: O Near miss O injury

1. DETAILS OF INJURED PERSON

Name: Phone: (H) (W)

Address: Sex: |:| M D F

Date of birth:

Position:
Experience in the job: (years/months)
Start time: Oam O pm
Work arrangement. O casual O Full-time O rart-time O other

2. DETAILS OF INCIDENT

Date: Time:

Location:

Describe what happened and how:

3. DETAILS OF WITNESSES

Name: Phone: (H) (W)

Address:

4. DETAILS OF INJURY

Nature of injury (eg burn, cut, sprain)

Cause of injury (eg fall, grabbed by person)

Location on body (eg back, left forearm)

Agency (eg lounge chair, another person, hot water)

5. TREATMENT ADMINISTERED

First Aid given O ves O no

First Aider name:

Treatment:

Referred to:




INCIDENT REPORT FORM, page 2

SECTION 6-9 MUST BE COMPLETED BY EMPLOYER

6. DID THE INJURED PERSON STOP WORK ?

O ves O no If yes, state date: Time:
Outcome:
O Treated by doctor O Hospitalised O workers compensation claim

D Returned to normal work D Alternative duties D Rehabilitation

7. INCIDENT INVESTIGATION (comments to include causal factors):

8. RISK ASSESSMENT

Likelihood of recurrence:

Severity of outcome:

Level of risk:

9. ACTIONS TO PREVENT RECURRENCE

Action By whom By when Date completed

10. ACTIONS COMPLETED

Signed (Manager): Title:
Date:
O Feedback to person involved Date:

11. REVIEW COMMENTS

OHS committee / staff meeting:

Reviewed by site Manager (signed): Date:

Reviewed by Health & Safety Rep.(signed): Date:







EMPLOYEE ASSISTANCE PROGRAM
Who is providing the Employee Assistance Program?

The services will be provided by licensed and certified staff in the Outpatient Program of
Highlands Community Services. Offices include:

Highlands Community Counseling Center (276) 525-1650
Campus Drive, Abingdon, VA

Substance Abuse Intensive Outpatient Program (276) 525-1650
432 East Main Street, Suite A, Abingdon, VA

How does the Employee Assistance Program work?
There are three ways the program can work:

Self-Referral: An employee may initiate the request for assistance simply by calling one of the above
numbers and indentifying himself/herself as a Town of Abingdon employee. Based on the nature of the
presenting problem, you will be given an appointment with an appropriate counselor. Either your
supervisor or co-workers will have knowledge of your participation in the program. Your participation
and the number of sessions you attend will simply be part of the year-end total count that will be reported
to the Town.

Administrative Referral: Your supervisor may encourage use of the program on a voluntary basis either
because of concerns about job performance or other information. The supervisor will not attempt to
diagnose or counsel employees on personal issues. Neither will counseling be a substitute for any work-
related disciplinary measures. Contact with the program will be initiated as in Number 1.

Mandatory Referral: ~ This can occur when the supervisor determines that participation in the program
is part of the requirement for continued employment such as when complying with OTETA regulations.
This referral will include a signed release of confidentiality by the Employee enabling Highlands
Community Services to report attendance and compliance with treatment recommendations on an ongoing
basis. For these referrals, supervisors will contact the Director of Outpatient Services at (276) 525-1650.

Who will pay for the services?

The Town of Abingdon will render complete payment for up to three (3) sessions per employee
per year. If additional services are required based on identified problem, a referral to treatment will be
made and the employee’s health insurance will be accessed.

For more information:

The Director of Human Resources will the contact person for the Town of Abingdon and will provide any
additional information regarding the program. The Director of Outpatient Services at Highlands
Community Services (276) 525-1650 will also be happy to provide any additional information regarding
their services.



TOWN OF ABINGDON
ABINGDON, VIRGINIA
Attach Receipts
EMPLOYEE TRAVEL EXPENSE REPORT

Employee: For period from: To:
Date Travelled Miles Transport Hotel Meals Phone | Parking | Misc. Daily
Total
From To Bkfst Lunch Dinner
Sat.
Sun.
Mon.
Tues.
Wed.
Thurs.
Fri.
TOTALS
Explanation: Elapsed Business Miles: Business Miles
@ =
Previous Total:
Total Expense: $
Current Week: Less Advance: $
Total to Date: Balance: $
Credit Card Bills: $
Clclaimed [IRefunded

Signature of Claimant:

Approved by:
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APPLICATION FOR FAMILY, MEDICAL, OR MILITARY LEAVE
(To be completed by Employee)

NAME: {print)

WORK LOCATION:

Supervisor:{print})
LEAVE REASON: Birth of child(ren) {medical certification attached)
Adoption or foster care

Serious health condition that makes you unable to perform essential functions of
your position {medical certification attached)

0 Ood

Serious health condition affecting my spouse, child, parent for which 1 am
needed to provide care {medical certification attached)

Family member in military—qualifying exigency
D Family member in military—serious injury or illness of service member

LEAVE PERIOD TO BEGIN / / and END ON (through) / /

® Leave requests based on a serious health condition must be accompanied by a verifying medical certification from a
licensed provider authorized to practice in the state in which services are rendered.

®  During this period of leave without pay, | will be responsible for contacting Payroll and paying the employee portion of
my spouse’s or family’s health insurance premiums and any other deductions from my paycheck that will not get paid
due to my absence from work.

® | must provide a return to work certificate from my provider prior to being restored to employment if it was my own
serious health condition that made it necessary to request FMLA

EMPLOYEE SIGNATURE: DATE: / /




TOWN OF ABINGDON, VIRGINIA

DRUG AND/OR ALCOHOL SCREENING AUTHORIZATION

I, (employee), have
voluntarily submitted to the drug screening procedure of the Town of
Abingdon because | understand the importance of a Drug Free environment
and the negative effects by using such substances. | understand that I will
be given a copy of this form which indicates the results of the drug test for
my personnel file. Personnel files are kept in strict confidence. |
understand that | am agreeing to this drug test to pursue employment or as a
random test to maintain employment. | understand that if a positive test
result occurs, corrective action can be taken. Should a drug test result in
"dilute", then the Town has the discretion to order a second test promptly
following the initial test. In the event that two consecutive drug test results
indicate "Dilute", it will be considered a positive result and no further testing
will occur at the Town's expense. A refusal to submit to a drug test can be
considered as a positive result. For existing employees, appropriate
disciplinary action up to termination can be considered for testing positive.

Employee Signature

Date

Human Resource Section
Circle Results:
Positive

Negative



Grievant;

GRIEVANCE FORM A

Position and Department:

Date Submitted:

Date Grievance Occurred:

Nature of Grievance:

Specific Relief Expected:

First Step Remedy:

Supervisor Date
Acceptable Not Acceptable
Grievant Date
Second Step Remedy:

Management Date
Acceptable Not Acceptable
Grievant Date

Third Step Remedy:

Management Date



GRIEVANCE FORM B
PART I - Grievant's Panel Hearing Request

(Must be submitted to the Town Manager within five (5) working days of Grievant's receipt of Third Step
grievance reply.)

Grievant; Position/Unit

Date Grievance Occurred:

Date of Grievant's Receipt of Notice of Third Step Remedy:

The undersigned Grievant hereby submits the grievance stated on Form A filed in this matter on
, to the Fourth Step panel hearing as provided in the Town of

Abingdon Grievance Procedure.

Date of delivery of hearing request:

Grievant

Date of receipt of hearing request:

Town Manager

PART Il - Determination of Grievability

Issue of grievability must be submitted to Town Manager within five (5) working days of receipt of
hearing request; Town Manager's decision to be made within ten (10) calendar days of such request. If
designated Department Head does not elect to submit question of grievability to Town Manager, then skip
PART Il and go to PART III.

I hereby request the Town Manager determine whether the Grievant's complaint is grievable.

Date: Department Head:

Received: Town Manager:

(Copy of request for determination of grievability must be sent or delivered to Grievant. Noted date when
accepted: ).

The Town Manager has made the following determination of grievablility of Grievant's complaint:
(Town Manager to check appropriate box, sign and date.)

The complaint IS grievable o

Town Manager Date

The complaint is NOT grievable o

Town Manager Date

The complaint is grievable IN PART o

Town Manager Date



The parts which are NOT grievable are (state specific parts and reasons for determination):

The reasons for the Town Manager's findings are as follows:

Notice of determination regarding grievability has been mailed “or delivered” to Grievant on

Town Manager

(If matter is determined to be grievable, Town Manager will arrange for panel selection and schedule
hearing as to the grievable issues.)

PART IlI - Panel Selection

(Must be completed within five (5) working days of Grievant's request for hearing if issue of grievability
is not raised, or within five (5) working days of Town Manager's determination that matter is grievable if
submitted for his determination. The two members chosen must select a third member within the same
five (5) day period.)

The Town Manager selects the following panel member:

Name

Title

Date

The Grievant selects the following panel member:

Name

Title




Date:

The above-named panel members select the following third panel member:

Name

Title

Date:
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Information Security Policies,
Executive Summary

Introduction

Today’s information technology (IT) touches almost every aspect of our lives and
presents an increasingly more complicated technology environment. In the expansion and influx
of technology we are challenged by systems that can be more difficult to manage and utilize, but
are certainly presenting the potential for threat or failure. The newest technology requires staff
that has training and experience in that niche as well as user education for appropriate
implementation and assimilation into the day to day work place. Information is valuable, we
must show due diligence in guaranteeing that information is only released through proper
channels. Unfortunately, we face a world of “hackers” that want to be successful in the
penetration of our Information Technology systems for financial gain, notoriety, or the simple
“achievement” of breaking into a government network. Also, we face the potential of portable
data being lost, stolen or simply mishandled. Cell phones, smart phones, PDA’s, Laptops, I-Pads,
thumb drives, CD’s, mp3 players, floppy disks, tapes, portable hard drives, etc., all present the
potential for lost, stolen or mishandled data.

Information technology has diversified over the years providing people with new ways to
communicate data via voice, video, paper, and images. Because information must be protected
in whatever form it takes, it is important to have information technology security policies that
address the technical methods of handling information.

These Information Technology Security Policies apply to all employees, contractors,
consultants, vendors, interns, volunteers and others who use the resources that are either owned
or leased by The Town of Abingdon, Virginia.

Purpose

Major reasons for implementing these policies include the following:
e To define the parameters for appropriate behavior and awareness of acceptable
technology use and practice; and
e To mandate the proper handling of information by all personnel; and
e To assist administrators and developers in the implementation and configuration of
secure information-handling systems. To provide managers a means for determining
whether new requirements are adhered to, or necessitate a change in, current policy.
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1. SOCIAL MEDIA POLICY

The Town of Abingdon, Virginia (hereinafter “Town”) supports the controlled use of
social media sites and tools to enhance the presentation, access and communications about Town
resources and information to its residents and employees.

A. Purpose

Social media sites and tools provide Town officials, departments, teams or other Town
groups the ability to publish, share information and collaborate on issues related to Town
government.

Town social medial sites and tools facilitate further discussions of those issues related to
Town government by providing the public the opportunity to submit information. Materials
submitted by the public must be directly related to the topic of the site. Submission of materials
by the public constitutes participation in a moderated discussion site and not a public forum.

B. Scope

This policy applies to, but is not limited to, all individuals, departments, teams or groups
who create, post, moderate or maintain internet-based communications pertaining to the Town
business. It covers individuals who are full-time or part-time employees, interns, temporary
workers, volunteers, consultants, contractors, Council appointees or other entities that have been
contracted or authorized to perform work on behalf of the Town of Abingdon. This policy does
not address the personal and private use of social media by Town employees.

. DEFINITIONS

A. Content manager: An authorized Town representative who is responsible for
posting social media communications with appropriate content as well as
reviewing and responding to social media responses;

B. External social media author: A member of the public or other person not
representing the Town, who submits a social media communication or social
media response for posting on a social media site;

C. Internal social media author: A Town representative who submits material
for posting in response to the content of a particular social media
communication;

D. Principal social media site: A site intended to encompass all facets of Town
government and not linked to a specific official, department, team, group,
iSsue or project;

E. Social media communication:  An original posting of content to a Town
social media site that is by or has been approved by the content manager;

F. Social media creator: A department head, member of Town administration,
or Council appointee who has the ultimate responsibility for creating or
monitoring a social media site;
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G. Social media moderator: An authorized Town representative, as designated
by the Town Manager, who reviews content forwarded by content managers
for review to determine if it is acceptable under the posting requirements
stated herein;

H. Social media response: A video, image or comment posted or submitted for
posting by an external social media author;

I. Spam: The abuse of electronic messaging system (including most broadcast
media, digital delivery systems) to send unsolicited bulk messages
indiscriminately. While the most widely recognized form of spam is email
spam, the term applied to similar abuses in other media: Instant messaging
spam; Usenet newsgroup spam; Web search engine spam; Spam in blogs;
Wiki spam; Online classified ads spam; Mobile phone messaging spam;
Internet forum spam; Junk fax transmissions; Social networking spam; and
File-sharing network spam.

1. CREATION OF A SOCIAL MEDIASITE

A social media creator who wishes to create a social media site shall make a request to
the chief information officer of the Information Technology Department (IT) and the Town
Manager. The social media creator shall specify whether the implementation of the site will
allow social media responses to post immediately or be reviewed prior to posting. The chief
information officer, or designee, shall determine if the social media platform or tools sought to
be used can be supported by IT and are approved for use under this policy. The Town Manager
or designee shall assist in determining whether the social media site or tool is appropriate for the
communication purpose sought. In addition, the social media creator will need to demonstrate
sufficient resources to manage the site’s content, to keep the records of and relating to the social
media site, to regularly review social media responses, and to timely respond, as necessary, to
social media responses.

If a site is approved by the chief information officer and the Town Manager, then the
social media creator must provide any applicable terms of use to the Town Attorney’s office for
review and approval before the site is created.

Prior to submitting an application to the chief information officer and Town Manager, a
social media creator should obtain the approval of the Town Manager as to the need for the site
and the resources to appropriate staff it.

I1l.  SOCIAL MEDIA CONTROLS

The following list includes, but is not limited to, procedural and technical controls and
restrictions related to the social media sites:
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A. All Town social media communications shall adhere to the following policies:

Social Media Policy; Access Review Policy; Anti-Virus Policy; Information
Security Audit Policy; Remote Access Policy (General); Electronic
Investigation Policy; Electronic Mail (E-mail) Policy; Electronic Storage
Media Destruction Policy; Electronic Security and Monitoring Policy;
Encryption Policy; Incident Response Policy; Log-On Banner Policy; Partner
Network Policy; Password Policy; Remote Access Policy (Specific); Risk
Assessment Policy; Security Awareness, Training and Education Policy;
Software Copyrights and Licensing Assurance Policy; Third-Party
Information Technology Service Organization Policy; Virtual Private
Network (VPN) Policy; Wireless Network Communication Policy; External
Link Policy; Mobile Data Security Policy; Social Media Posting
Requirements; Town Personnel Handbook; All other application IT security
policies and Town policies/procedures.

B. Every site that is created with the capability for social media responses must be
established so that the responses can either be reviewed before posting or deleted
after posting if a response does not conform to the posting requirements stated
herein.  References herein to removal of material include not approving the
material prior to posting;

C. Materials covered by this policy including not just comments, but also images and
links to other sites. The Town has the right, in its sole discretion, to post, remove,
delete or choose not to post any materials on any social media sites created
hereunder. The Town reserves the right to remove any material that, in whole or
in part, does not comply with this policy or applicable law. The Town also
reserves the right to remove material that (i) contains anything vulgar or sexually
explicit; (i) is spam; (iii) advocates or depict illegal activity; (iv) targets or
disparages any ethnic, racial, religious, gender or other type of group; (v) contains
personal attacks of any kind; (vi) promotes private business ventures, services, or
products; (vii) campaigns for public office or promotes a political organization;
(viii) infringes on copyrights or trademarks; or (ix) is off topic;

In addition, the Town reserves the right to remove material containing computer
viruses or which otherwise may disrupt, damage or restrict the use of any
computer software or hardware or telecommunications equipment;

D. If a social media site permits social media responses, then a link to the Town’s
“Posting Requirements” shall be prominently displayed on the site. A sample of
the Posting Requirements (Appendix A) is attached, but the sample must be
modified for each social media site so that it identifies the topical scope and
content manager for the specific site on which it appears. The Town Attorney’s
Office must approve the final language of the Posting Requirements for each site;
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E. Where possible, external social media authors will be required to provide an
identifier in order to provide social media responses.  Social media responses
from anonymous social media authors may not be allowed,;

F. Content that is designated as inappropriate by the social media moderator will be
removed from public view, and a record of the content and the reason it was
removed shall be retained pursuant to the appropriate records retention schedule;

G. The Town Manager, working with the IT Department, will serve as the content
manager for the Town’s principal sites. Departments, teams, groups or others
who wish to submit social media articles for release through principal sites shall
submit those communications to the Town Manager for content approval and
distribution;

H. All content managers, internal social media authors and moderators shall be
trained regarding the terms of this policy and the other policies referred to herein;

I. All social media sites shall clearly indicate that they contain communications
from Town and shall prominently display, if available, the content manager and
contact information;

J. After the creation of a social media site, the following information must be
provided to IT and updated any time a change is made; all new URLS, the date
the site was created, the content manager, and date site is removed, if applicable;

K. Administrative login information, including user IDs and passwords, should have
at least one backup in the department and must use IT Security Services as
administrator. Passwords must be secure;

L. When possible, social media sites created by departments, teams or groups should
provide links to the Town’s principal sites; and

M. Although it will be the ultimate responsibility of the social media creator and
content manager to maintain the content of any social media site, the Town
Manager will periodically review content to determine that consistent messages
are being conveyed throughout the Town. In addition, the social media moderator
and/or IT will periodically monitor sites to ensure adherence to this policy.

IV. ENFORCEMENT
Violation of this policy may include, but is not limited to, discipline up to and including
termination. In addition, the Town Attorney, Information Technology Director and Town

Manager retain the authority to remove pages due to violations of this policy, underuse or misuse
of the site, and inability to provide technical or content support.
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RESPONSIBILITIES

A. Social Media Creators: Social media creators are ultimately
responsible for creating and maintaining their social media sites and supervising
the individuals who serve as content managers and internal social media authors
to make sure they perform their tasks and responsibilities in a timely and
appropriate manner. Social media creators may request assistance from the Town
Manager to create social networking sites;

B. Content Managers: Content managers shall create or approve
social media communications, including managing delivery and publication of
such communications in accordance with Town policies, procedures, guidelines
and standards, including maintaining the necessary records to comply with the
records management policy. The content manager is responsible for regularly
reviewing all social media responses. Responses that clearly do not meet the
posting requirements shall be immediately removed by the content manager and
sent to the social media moderator for compliance determination.  Content
managers are responsible for keeping a record of all materials that are removed or
not approved, the dates the material was submitted or removed, and the reason the
materials were removed or not approved. The social media site must contain
contact information for its content manager(s);

C. Internal Social Media Authors: Internal social media authors
shall create social media communications in accordance with Town policies and
procedures and submit them to content managers for review before release
through a social media site;

D. Social Media Moderator: The principal responsibility of a social
media moderator is reviewing social media responses forwarded by content
managers to determine if the responses meet the posting requirements and notify
the content manger of the appropriate action to take based on the moderator’s
determination. In addition, the social media moderator shall periodically review
social media sites to determine if social media communications are appropriate
and may remove any communications that are not appropriate;

E. Town Manager or Designee: The Town Manager or designee,
working with the IT department, will serve as content manager for the Town’s
principal sites. In addition, Town Manager will offer assistance and guidance for
moderated content and appropriate action to take when social media responses
include information inquiries.

F. Information Technology Director or Designee: The Director or

designee shall approve all Town social media technology tools, software,
processes and requests for department social media authors and moderators.
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G. Department of Information Technology: IT shall acquire,
approve and implement all social media technology related software and tools
used to create, manage and publish Town social media based content.

The information security office of IT shall maintain a current inventory of
all URLSs for social media sites, the date the site was created, the content manager
and the date a site is removed, if applicable. This information may be made
available as appropriate to allow integration and coordination of Town
communications.

IT shall be responsible for identifying and removing material containing
computer viruses or that which otherwise may disrupt, damage or restrict the use
of any computer software or hardware or telecommunications equipment and for
keeping a current inventory of materials removed, the date of removal and the
reason for removal.

See Appendix A for sample posting requirements.
2. Access Review Policy
Policy Purpose

The access review policy is intended to establish a Town-wide approach to information
security and to prescribe methods to help identify and prevent the compromise of information
security and the misuse of Town data, applications, networks and computer systems.

Policy Scope

This policy applies to all Town of Abingdon departments that own or manage Town
information systems that require security access at the department level. This policy covers
authorized users. An authorized user is an individual who has been granted access to a specific
system by the system administrator. The system administrator is the person responsible and
accountable for a particular system. Unauthorized users are expressly forbidden from using any
Town owned/operated communication or Information Technology (IT) system.

Policy Description

All individuals who require access to systems and information resources shall be properly
identified by means of a unique personal identifier. Appropriate access control shall be
introduced into every IT system which prevents intruders from entering and misusing the system
and which constrains the authorized users to their legitimate purposes. Formal procedures shall
be established by the owning department to define how additions, deletions, and other
modifications to user access and privileges are to be performed.
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Authorized users of technology systems must be aware of their responsibilities, what they
are authorized to do, and they must have an expectation of detection if they abuse their
privileges. Access privileges must be removed as soon as they are no longer needed.

Policy

System administrators are responsible for removing the accounts of individuals who
change roles within the Town of Abingdon or are no longer employed by the Town of Abingdon.
A documented process for periodic review of the validity of current accounts must exist at the
department level. Systems are subject to independent audit review and administrators must
provide a list of accounts for the systems they administer when requested by authorized Town of
Abingdon management. System administrators must cooperate with authorized Town of
Abingdon management investigating security incidents.

Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

3. Anti-Virus Policy

Policy Purpose

The purpose of the anti-virus policy is to prevent infection of the Town’s computers and
information systems by computer viruses and other malicious code. This policy is intended to
prevent major and widespread damage to user applications, files, and hardware and to prevent
financial losses resulting from such damage. Virus protection will be layered in order to protect
the entire enterprise from a variety of threats.

Policy Scope

This policy applies to all Town of Abingdon employees, including but not limited to full-
time, part-time, temporary and volunteer employees, contractors, vendors and agents, who
develop, use, operate, or manage Town information systems.

Policy Description

Due to today’s internet-based environment, workstations, servers, and networks are being
exposed to malicious code at an ever-increasing rate. Malicious code in the form of viruses,
worms, backdoors, and logic bombs all pose threats to both the Town’s information systems and
internet/email reputation. Virus-checking programs are an integral component in today’s network
security architecture. Virus checkers monitor workstations and servers and look for various
forms of malicious code. A common problem with a virus solution is that the entire enterprise
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must be protected for the anti-virus program to be completely effective. A single workstation,
without anti-virus protection, could serve as a “back-door” for a malicious program and could
eventually damage the entire enterprise.

The perimeter boundary of the network will be protected from viruses by installing anti-
virus applications on the servers to protect the network from malicious code. Also, the Town
will scan e-mail and will block Internet traffic from known virus-producing sites. This way, the
majority of viruses can be stopped before reaching the users.

Policy
It is Town policy that:

e All systems, workstations, servers, and laptops will have virus-checking
software with virus signatures designated current by the Department of
Information Technology (DolT);

e Only the virus-checking applications approved and operated by the DolT will
be used;

e Only Town authorized equipment will be connected to the Town’s network;

e The virus-checking program must not be disabled unless maintenance is being
performed on the system or software is being installed or upgraded. Any user
who disabled the virus-checking program will be violation of Administrative
Procedures and Section 5.8 of the Technology Security Policy, and subject to
appropriate disciplinary actions as per C.1 Human Resources, Discipline and
Termination;

e Viruses could hide in executables that are downloaded from the Internet. If a
software product that is only available via the Internet is required by a
department for Town business, the IT Support (276) 492-2172 or (276) 492-
2173 should be contacted for assistance in acquiring the software.

e Removable storage media will be scanned whenever it is inserted into a
workstation or server. Documents, spreadsheets, and data received from
outside the Town should be scanned on first use;

e All virus-related incidents shall be reported to the IT Support (276) 492-2172
or (276) 492-2173. Individual encryption systems that bypass the email
server’s virus-checking capacity are not authorized on Town workstations.

e All backups will be scanned prior to restoration. Newly restored files should
always be scanned with an anti-virus program with current signatures before
putting the files into operation;

¢ No user shall knowingly store, copy, save, or transmit virus-infected files on
the Town’s network. Infected files that are quarantined on a workstation
should be removed after virus incident investigations; and

e Peer-to-Peer (P2P) applications, that share files or allow access to Town-
owned computers from the Internet, are not allowed.
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Enforcement

Persons who failed to comply with any of the provisions of this policy shall be subject, at
a minimum, to disciplinary action in accordance with the Town’s Personnel Operating
Procedures.  Other administrative disciplinary actions may be taken in accordance with the
disciplinary policy as provide in the Employee Handbook of the Town of Abingdon.

Information Security Audit Policy
Policy Purpose
To provide a policy for the Department of Information Technology to conduct

information security audits of the Town of Abingdon, Virginia information systems.
Information security audits may be conducted to:

. Ensure integrity, confidentiality and availability of information and
resources;
. Investigate possible information security incidents;
. Ensure conformance to the Town’s information security policies; and
. Monitor user or system activity, where appropriate.
Policy Scope

This policy applies to all Town of Abingdon employees, including but not limited to full-
time, part-time, temporary and volunteer employees, contractors, vendors and agents, who
develop, use, operate, or manage Town information systems. This policy covers authorized
users. An authorized user is an individual who has been granted access to a specific system by
the system’s administrator. This policy covers all computer and communication devices owned
by the Town and devices that are present on Town premises. Examples of this include
Telecommuting and Remote access, from home or by vendors.

Policy Description

When performing an information security audit, any access needed shall be provided to
Municipal Auditing and may include access to:

. Any computing or communications device at the user level and/or system
level;

o Information (electronic, hardcopy, etc.) that may be produced, transmitted,
or stored on Town equipment or premises;

o Work areas (labs, offices, cubicles, storage areas, etc.); and

o Interactively monitor and log traffic on any Town network.
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Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

5. Remote Access Policy (General)
Policy Purpose

The purpose of this policy is to protect the Town’s electronic information from being
inadvertently compromised by authorized personnel using a remote connection technology.

Policy Scope

This policy applies to all Town of Abingdon employees, including but not limited to full-
time, part-time, temporary and volunteer employees, contractors, vendors and agents, who
develop, use, operate, or manage Town information systems. The scope of this policy is to define
appropriate remote access and its use by authorized personnel. Remote Access is defined as a
technology utilized to connect to the Town’s remote access devices from any off-site location.

Policy Description

Town employees and authorized third parties (vendors, etc.) can use remote connections
to gain access to the Town network. Remote access should be strictly controlled, using password
authentication.

Remote access using personal home computers or laptops will only be allowed by
explicit written consent of the Director of the Department of Information Technology or the
Town Manager.

It is the responsibility of employees with remote access privileges to ensure that a remote
connection to the Town is not used by non-employees or unauthorized employees to gain access
to Town information system resources.

Employees who are granted remote access privileges must remain constantly aware that
remote connections between their location and the Town are literal extensions of the Town

network and that they provide a potential path to the organization’s most sensitive information.

The employee and/or authorized third-party individual must take every precaution to
protect the Town’s assets.
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Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

6. Electronic Investigation Policy
Policy Purpose

The Town of Abingdon maintains policies and procedures for the authorized use of
computing resources. The Department of Information Technology (DolT) is charged with
investigating suspected misuse of these resources by entities both internal and external to the
organization. This policy outlines the method by which an investigation by DolT into suspected
misuse may be requested.

Policy Scope

This policy applies to all Town of Abingdon employees, including but not limited to full-
time, part-time, temporary and volunteer employees, contractors, vendors and agents, who
develop, use, operate, or manage Town information systems. A system which may be
investigated includes all computer and communication devices owned or operated by the Town
of Abingdon.

Policy Description

This policy is meant to be a general guideline. Investigations will typically be
categorized as an analysis into the conduct of people or of system behavior. Any investigation
requested by a department into the conduct of a person or persons will require the approval of the
requesting department director. In some cases, DolT may elect to begin an investigation prior to
department director approval if time is of the essence. In such instances, the department director
will be informed as soon as possible.

Computer Evidence

e Computer evidence is represented by, but not limited to, physical items such
as chips, boards, central processing units, storage media, monitors, and
printers;

e Computer evidence may be latent, and only stored in an electronic form on
physical devices; and

e Computer evidence is a product of the data stored, the application used to
create, store and/or recover it, and the computer system that directed these
activities.
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Requesting Investigations

e Ifan employee suspect’s misuse of the Town’s computing resources, he or she
should have the suspected employee’s department director send a written
request to the Director of Technology. This may be in the form of e-mail or
Inter-Office mail;

e A brief description of the suspected misuse including details of dates, times,
users and systems should be included in this request;

e DolT will perform an investigation into the suspected misuse and report to the
department. Depending on the findings, other Town departments or external
law enforcement agencies may be briefed as well; and

e Any person who has concerns about the operation of a system should contact
the IT Support 276-492-2172, or 276-492-2173.

Investigation Methodology

All investigations by DolT will be performed with integrity and confidentiality.
Adherence to best practices and industry standards will be maintained where possible.

Extracting Evidence

Whenever possible, the examination will be conducted on copies of the original evidence,
in order to protect the original evidence from accidental or unintentional damage or alteration.
This principal is predicated on the fact that digital evidence can be duplicated exactly to create a
copy that is true and accurate. DolT shall make a decision as to the reliability of copying, and
ensure that it is true and accurate on a case-by-case basis.

Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.
7. Electronic Mail (E-Mail) Policy
Policy Purpose

This policy defines how Town e-mail communications are to be used in a professional
manner for Town purposes. In addition, it defines how Town e-mail communications are to be

secured to (1) prevent unauthorized access, (2) prevent unintended loss or malicious destruction
of data.
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Policy Scope

This policy applies to all Town of Abingdon employees, including but not limited to full-
time, part-time, temporary and volunteer employees, contractors, vendors and agents, who
develop, use, operate, or manage Town information systems.

Policy Description

Town information technology resources, including Electronic Mail are to be used for
Town business purposes. The Town reserves the right to access any user's system and the
information stored therein, and users should not consider any of the material transmitted via
network resources or stored in network resources to be private. Agency and department directors
are responsible for the appropriate use of network resources in their departments/agencies.

Access to e-mail services is a privilege that may be wholly or partially restricted without
prior notice and/or without consent of the user.

All e-mail messages are the property of the Town and subject to review by authorized
Town personnel. Staff cannot expect a right to privacy when using the Town e-mail system. E-
mail is subject to retention policies as stated in the Library of Virginia Records Retention and
Disposition Schedule and can be reviewed at: www.lva.virginia.gov/agencies/records.

E-mail is subject to the policies concerning other forms of communication as well as all
other applicable policies including, but not limited to, confidentiality, conflict of interest, general
conduct and sexual harassment.

E-mail services shall not be used for purposes that could reasonably be expected to cause,
directly or indirectly, excessive strain on the e-mail system or unwarranted or unsolicited
interference with others’ use of e-mail or the e-mail system. This includes misusing mailing lists,
propagating chain letters, spamming or distribution of unwanted mail and resource hogging.

Encryption of e-mail may be appropriate in some instances to secure the sensitive
contents of an e-mail message. Encryption must follow the Town’s Encryption Policy.

Enforcement
Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.

Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.
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8. Electronic Storage Media Destruction Policy
Policy Purpose

This policy establishes requirement regarding the disposal of electronic media in order to
meet confidentiality and privacy requirements. The overall goal of this policy is to protect the
Town and the public from unauthorized release of data.

Policy Scope

This policy applies to all Town of Abingdon employees, including but not limited to full-
time, part-time, temporary and volunteer employees, contractors, vendors and agents, who
develop, use, operate, or manage Town information systems. This only pertains to electronic
information.

Policy Description

This policy requires that all electronic storage media (i.e., floppy disks, Zip disks, optical
(CD-ROM/RW/DVD, etc.), tapes, hard drives, embedded memory systems (routers, switches,
PDA, key fobs, smart cards, etc.)), be erased or destroyed before any transfer, disposal, or
surplus occurs. Media that contains sensitive data (privacy, financial or personal health
information (PHI)) must be destroyed before disposal.

Destruction Procedures

Destruction of hard drives, tapes, floppy disks, and other electronic storage media will
prevent sensitive information from being obtained from equipment that is being removed from
service. Acceptable means to destroy rigid magnetic media such as floppy disks, hard drives,
CDROM, DVD-ROMs, and tapes are described as follows:

o Destruction by bulk degaussing. Tapes, diskettes, hard drives, and other
electronic storage media can be “wiped-clean” by a degausser.
Degaussing renders the media unusable for future use. Degaussing should
only be performed by individuals who are familiar with the degaussing

equipment.

o Physical destruction/impairment beyond reasonable use. Floppy disks and
CDs/DVDs can be shredded by DolT Operations.

. Optical mass storage media, including compact disks, optical disks, and

magneto-optic disks (MO) must be destroyed by burning, pulverizing, or
grinding the information-bearing surface. Burning shall be performed only
in a facility certified for the destruction of materials.
o Operational computer workstations will be re-imaged with a generic
Operating System image and prepared for sale, donation, or disposal by
any other means deemed appropriate.
o All destruction of the media covered by this policy shall be done in a
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manner that is consistent with all applicable laws, rules, and ordinances at
the federal, state and local levels and in a environmentally safe manner.

You can contact the Department of Information Technology through the IT Support
(276) 676-2864 if you require assistance in destroying electronic media.

Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.
9. Electronic Security and Monitoring Policy;
Policy Purpose

Employees of the Town are provided access to telephones, voicemail, computers, e-mail,
networks, internet systems, fax machines, and electronic devices for the purpose of performing
their job-related duties.
Policy Scope

This policy applies to all Town of Abingdon employees, including but not limited to full-
time, part-time, temporary and volunteer employees, contractors, vendors and agents, who
develop, use, operate, or manage Town information systems.
Policy Description

All Town employees who are entrusted with any Town facilities or equipment, including,
but not limited to computers, e-mail, network, internet, electronic devices and voice systems, are

prohibited from using such assets for an improper purpose.

Improper purpose includes, but is not limited to the following:

o Sexual, racial, or any other form of harassment against any person
. Pornography
J Personal use of any equipment that interferes with an employee’s

productivity and job performance;

Unauthorized disclosure of the Town’s confidential information

Employee theft or violation of any law

Solicitation of any kind

Any other use of Town computers or other equipment that is not related to
Town business or that is deemed, in the sole discretion of the Town, to be
inappropriate and inconsistent with Town policies.
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E-mail and Internet access is provided for Town business use only; use for informal
and/or personal purposes is permissible only within reasonable limits. All e-mail records are
considered Town records and should be transmitted only to individuals who have a business need
to receive them. Those who have personal/confidential matters to communicate should, to assure
privacy, not use Town computers or equipment, including fax machines.

Additionally, the Town e-mail/internet records are subject to disclosure to law
enforcement or government officials or to third parties through subpoena or other processes.
Consequently, one should always ensure that the business information contained in these
messages is accurate, appropriate, and lawful.

The Town reserves the right of immediate access to any Town-owned equipment,
including all information stored on any Town computer or phone system, upon reasonable
concern that the employee entrusted with such equipment is using it for an improper purpose.
The Town also reserves the right to conduct random reviews of employees’ computers, e-mail,
and voicemail systems for the purpose of ensuring that this equipment is being used for the
business purposes for which it is intended and not for any improper purpose.

Consistent with the above, Town employees may not expect or assert a right of privacy in
connection with any Town-owned assets. E-mail and voicemail messages and internet records
are to be treated as shared paper files, with the expectation that anything in them is available for
review by authorized Town representatives.

Each employee’s computer password and any other confidential access code must be kept
confidential and never shared with anyone.

Employees are prohibited from accessing other employees’ e-mail and voicemail files
and computers, except as specifically authorized.

Providing any non-authorized person with access information or permitting such persons
the use of Town computer equipment is prohibited.

Entering false or unauthorized information into a computer or altering data with false
and/or unauthorized information is prohibited.

Making any modification to Town computer equipment, system files, or software without
specific authorization is prohibited. Modification includes the installation of any software on any
Town equipment.

Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
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as provided in The Employee Handbook of the Town of Abingdon.
10. Encryption Policy
Policy Purpose

The purpose of this policy is to provide guidance that limits the use of encryption to those
algorithms that have received substantial public review and have been proven to work
effectively. Additionally, this policy provides direction to ensure that proper key management is
enforced for all approved crypto-systems.
Policy Scope

This policy applies to all Town of Abingdon employees, including but not limited to full-
time, part-time, temporary and volunteer employees, contractors, vendors and agents, who
develop, use, operate, or manage Town information systems.
Policy Description

Standard algorithms should be used as the basis for encryption technologies. These
algorithms represent the actual cipher used for an approved application. Symmetric cryptosystem
key lengths must be at least 56 bits. Asymmetric crypto-system keys must be of a length that
yields equivalent strength.

Implementation of encryption systems must be reviewed by DolT.
Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

Definitions

Symmetric cryptosystem — A method of encryption in which the same key is used for both
encryption and decryption of the data;

Asymmetric cryptosystems — A method of encryption in which two different keys are used: one
for encrypting and one for decrypting the data (e.g. public-key encryption).
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11. Incident Response Policy
Policy Purpose

This plan provides policy and procedures for reporting and responding to computer
security incidents and the disclosure of sensitive information. These are the minimum required
policies and procedures to handle and report unauthorized network activity and security
incidents. Incidents may include the disclosures of sensitive information, malicious logic, and
intrusions.
Policy Scope

This policy applies to all Town of Abingdon employees including but not limited to full-
time, part-time, volunteer, temporary employees, and Town of Abingdon employed contractors,
who develop, use, operate, or manage Town information systems.

Policy Description

Information incidents include but are not limited to:

. Attempted entry (failed or successful) to gain unauthorized access to a
system or data;

o Unexplained disruption or denial of service;

o Unauthorized use of a system for the processing or storage of data;

o Changes to system hardware, firmware, or software characteristics without
the owner’s knowledge;

. Poor security practices such as exposure of passwords, etc.; and

o A disclosure of sensitive information

Incidents will be reported to the IT Support staff: itdept@abingdon-va.gov. ¢
Policy Responsibilities

It is the responsibility of all staff to adhere to the Town of Abingdon security policy and
promptly report information security incidents as defined in this policy.

Users
o Report all unintended disclosures of sensitive information;
o Report unauthorized network activities or incidents, which includes all
forms of malicious logic; and
o Whenever possible, work to prevent the disclosure of sensitive
information.
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Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

12. Log-In Banner Policy
Policy Purpose

The purpose of this policy is to advise users of their responsibilities when accessing
Town and Department of Information Technology (DOIT) systems.

Policy Scope

This policy applies to all Town of Abingdon employees including but not limited to full-
time, part-time, volunteer, temporary employees, and Town of Abingdon-employed contractors,
who develop, use, operate, or manage Town information systems. This policy covers authorized
users. An authorized user is an individual who has been granted access to a specific system by
the system’s administrator. Unauthorized users are expressly forbidden from using all Town
owned/operated communication or DOIT systems.

Background

In general, legal opinion is that people have to be aware of limitations and penalties
before they can be held accountable. Therefore, to establish a reasonable expectation that users
have been notified of the existence of acceptable usage expectations, to limit the expectation of
user privacy, and to be able to prosecute violators, the Town established a Log-on Banner that
notifies users of these limitations. The U.S. Department of Justice has made the following
recommendations on what should be included in such a warning.

The word WELCOME should not appear in the first log-on screen. This could imply that
anyone is welcome to access and use the system. Understand, this does not mean that every
screen accessing each application needs this warning, only the first screen seen by anyone
accessing a Town platform (e.g., stand-alone personal computers, network).

The warning should:

o Advise users that they are subject to having their activities monitored and
that use of the system implies consent to such monitoring.

o Inform users that information gathered may be given to law enforcement
or other investigative officials for action, if warranted.

o Inform users of the consequences of inappropriate use/access.

o Require users to acknowledge the warning by some positive action on

their part, like a keystroke.
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Policy Description

This document establishes Town policy that all communications equipment capable of
displaying system messages must display, as the first message seen by the user, a warning that
the system being accessed is a Town information system, and that access is for official use only.
The following banner contains all the necessary elements (see Background above). This is the
Town’s standard Log-on-warning banner:

“This system of computers and networks are owned by the Town of Abingdon. Its
use is restricted to authorized individuals to perform official Town business. By
virtue of use of this system all users agree to be bound by the Electronic Security
and Monitoring Policy of the Town of Abingdon. Users have no explicit or
implicit expectation to privacy of data created, stored, or transferred using this
system. All users consent to data being monitored, audited, logged, recorded, and
disclosed by authorized employees of the Town of Abingdon. Your use of this
system indicates your consent and acceptance of these terms. If you do not agree
to the terms set forth above you should immediately disconnect. Administrative,
criminal, and civil penalties may be sought for violation of this agreement. Direct
all questions concerning this agreement to the IT Support of the Department of
Information Technology.”

Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

13. Partner Network Policy
Policy Purpose

This policy governs the permanent connection of foreign networks for access to the Town
of Abingdon, Virginia Network. In an effort to conserve fiscal and human resources it may
become necessary to allow users, systems or networks from non-Town (foreign) agencies to
connect to internal resources for the purpose of application and/or data sharing. The Town must
take appropriate precautions to protect the confidentiality, integrity and availability of its
computing infrastructure. As such, each system to be connected to the Partner Network must go
through a thorough analysis and review by DolT and stakeholder department(s).

Policy Scope

Any system connected to the Partner Network must abide by the requirements set forth in
this policy and the applicable Third Party Agreement (TPA) between the Town and the partner
organization. These documents must be signed on behalf of the Town by the Director of
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Technology or the Assistant Director of Technology and the responsible authority at the
connecting agency.

Policy Description

To comply with this policy, prior to a system or network being connected to the Town of
Abingdon network, the DolT Technical Support Administrator and at least one of the following,
a DolT Analyst, the DolT Assistant Director or the Dol T Director, must provide written or email
authorization. This authorization must be obtained prior to any system being connected to the
Partner Network.

In emergency situations where primary Town business will be affected, connection can
be made with oral authorization. In these cases, written or email authorization must be
documented within 24 hours of the incident.

Establishing Connectivity

All connectivity established must be based on the least-access principle, in accordance
with approved business requirements and security best practices. In no case will the Town rely
on the third party to protect the Town network or resources.

Modifying or Changing Connectivity and Access

All changes in access must be accompanied by a valid business justification and are
subject to security review. Changes are to be implemented via the approved change management
process. The sponsoring organization within the Town is responsible for notifying DolT when
there is a material change in the information originally provided so that security and connectivity
evolve accordingly.

Terminating Access

When access is no longer required, the sponsoring organization within the Town must
notify the IT Support (676-2864). This may mean a modification of existing permissions up to
terminating the circuit, as appropriate.

Auditing Access

Yearly, a review will be made by the DolT Security Team to ensure existing connections
are still needed and the access provided meets the needs of the connection.

Connections that are determined to be no longer of value and/or are no longer being used
to conduct Town business will be terminated within 8 business hours. Reauthorization for all
connections must be established via writing or email from the DolT Security Officer and the
DolT Director.
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Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

Definitions

Circuit Sponsoring organization — For the purposes of this policy, circuit refers to any
method of network access, whether it is through traditional ISDN, Frame Relay, etc., via
VPN/Encryption technologies, or another other technology/protocol. The Town organization that
requested the third party has access into the Town’s information system.

Third party — A business that is not a formal or subsidiary part of the Town.

Page 25 of 42



14. Password Policy
Policy Purpose

The password policy is intended to assist employees of the Town of Abingdon in
determining how to create a proper password, how and when to change passwords, and whom to
contact to report problems with their password.

Policy Scope

This policy applies to all Town of Abingdon employees including but not limited to full-
time, part-time, volunteer, temporary employees, and Town of Abingdon-employed contractors,
who develop, use, operate, or manage Town information systems. This policy covers authorized
users. An authorized user is an individual who has been granted access to a specific system by
the system’s administrator. Unauthorized users are expressly forbidden from using any Town
owned/operated communication or Information Technology (IT) system.

Policy Description

In order for an individual to gain access to the Town of Abingdon’s Information Systems
(1S), they must authenticate their identity to the system. Users identify themselves to the system
through the use of a unique user identification code or UserID. The UserlID can be authenticated
(or proved) by providing the correct password.

All Town-owned/operated IS shall require users to identify themselves before performing
any actions that are governed under system security. The IS shall use a protected mechanism
(i.e., password) to authenticate the user’s identity. The IS shall protect authentication data so that
any unauthorized user cannot access it. The IS shall be able to enforce individual accountability
by providing the capability to uniquely identify each individual user. The IS shall also provide
the capability of associating this identity with all audit-worthy actions taken by that individual.

Policy
System-level password

An initial user network account shall be assigned to all workstation users. A password
will be created for the user to login with, but will require a combination of all three of the

following security measures:

e Upper-Case letter(s) Lower-Case letter(s) Number(s) Special character(s)
[ @#$%"&*()]

The same password should not to be used for a Town account that is currently being used for a
personal account or those of related Town business (i.e., State and Federal systems).
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Application password

When assigning a password for an application, one should not use the “remember
password” feature of the application. Different passwords should be set for each application
accessed. All Town workstations will be configured, as a default, to not store any application
passwords on the system.

Certain applications assign a known-default password to allow users to start and setup the
application. These default passwords should be changed the first time the user logs onto the new
application.

Application Development Standards

Applications developers should ensure that their programs contain the following security
precautions:

Support authentication of individual users, not groups.

Store no passwords in clear text or an easily reversible form.

Provide for some type of role-based management.

Support a strong authentication process such as RADIUS, Kerberos,
and/or X.509 Certificates with LDAP security retrieval whenever possible.

Auditing Passwords

The DolT Security Technician may perform periodic password auditing to look for
missing or easily-guessed passwords. Only DolT is authorized to perform these audits on the
Town’s network. Missing or weak passwords will be replaced with acceptable passwords.

General Password Construction Guidelines
Password Length

Passwords shall be at least 7 characters in length. Passwords shall use alphanumeric
characters, be case-sensitive, and shall not contain common names, dictionary words, foreign
words, date of birth, or any information closely associated with the user. The network shall
protect passwords and automatically perform password administration so only each user has
knowledge of user’s own password.

Password Aging

All users shall change their password at least every 60 days. Network administrators
shall change their password at least every 60 days. The network administrator shall have the
ability to override these defaults and change password-aging rules to meet new requirements.
The network administrator shall also have the capability to expire passwords. Once expired, the
system shall require the user to enter a new password if the UserID is still active. In all cases, for
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each password change, an audit record shall be created indicating the UserID, action (e.g.,
change password), time, and workstation or terminal identification. Password strings shall not be
written to the audit log.

Account Lock-Outs

Where possible, the system shall limit the number of consecutive incorrect access
attempts by a UserID to no more than 3 and shall automatically deactivate the UserID after the
third (3™) unsuccessful log-on attempt. The system’s action to deactivate a UserID shall affect
only that UserID and shall not disable or otherwise affect the workstation or a different user who
attempts to use the workstation. In recording the number of consecutive unsuccessful attempts
for a specific UserID prior to reaching the lock-out threshold, the system shall reset the number
to zero (0) only after a successful log-on.

Password Protection

The system shall protect passwords so an unauthorized agent cannot access them.
Passwords shall not be written down nor stored in a human-readable form. System passwords
shall be cryptographically protected within the system and when transmitted over a network or
communications link (e.g., from workstation to the host). Only the network administrator shall
have deletion rights to system-maintained password files.

Password Protection Standards

Network users will enter their UserID and password when the log-on screen appears.
The actual password will be masked and not appear on the screen when typed. Except for the
system identification and warning banner, no information shall be displayed or other actions
occur until after successful log-on.

Users shall not disclose their password to anyone. Users shall be responsible for actions
attributed to the misuse of their UserID and password. If a user feels that his password has been
disclosed to another individual, they shall change it immediately and notify IT Support.
Passwords will be safeguarded so they cannot be inadvertently disclosed or retrieved.
Specifically, passwords should not be part of unencrypted computer files, programmed into
function keys, posted under keyboards, left in desk drawers, or any other area. Further,
passwords will not be part of log-in script files, batch files, or any other method that
automatically logs a user into a system. All holders of any access means may be accountable for
unauthorized use of network resources due to disclosure on their part. No supervisor or IS
administrator shall require a user to divulge their password. Any such request should be reported
to IT Support .

All default and initial passwords shall be changed immediately from operating systems
and applications. If they cannot be changed, the account shall be rendered inactive. Passwords
shall be made invalid and destroyed by the system after they have been inactive for a period of
30 days. Further, accounts will be disabled immediately if a user’s access is removed for reasons
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of current or pending punitive action, or if the user’s access is suspended. Any standard systems
group or vendor-supplied default passwords shall be removed at system installation time.
Accounts will be disabled as soon as employment ends.

Default passwords shall not be used. Passwords changed by the system administrator
shall be invalidated at the first log-on after the change such that the user is immediately
prompted for a new password.

Changing One’s Own Password

All users shall change and generate their own personal passwords, conforming to the
guidelines in this document. When generating a new password, users shall not use a variation or
something that closely resembles the previous password, such as reversing the order of
characters, adding a one-digit prefix or suffix (e.g., OLDUSER becomes OLDUSER1), or
variations of any UserID or user name. The new password should be completely different from
the last and not resemble any of the last 8 passwords used. When prompted for a new password,
the system should require it be entered twice.

Requesting a Password Change

A user who has forgotten his password or has had his account locked will have to request
that the account be unlocked or the password be changed by the IT Support (676-2864). The user
can phone in the change request; however, the IT Support will call the user at their work number
to verify their identity. If the user cannot authenticate his identity over the phone, he will have to
appear in person with his Town ID badge to request a password change.

Password Characteristics

Passwords are used for various purposes at the Town. Some of the more common uses
include: user level accounts, web accounts, e-mail accounts, screen saver protection, voicemail
password, and local router log-ins. Since very few systems have support for one-time tokens
(i.e., dynamic passwords that are used only once), everyone should be aware of how to select
strong passwords:

Poor, weak passwords have the following characteristics:

o The password contains less than 4 characters;

The password is a word found in a dictionary (English or foreign);

The password is a common usage word, such as: football;

Names of family, pets, friends, co-workers, fantasy characters, etc.;

Computer terms and names, commands, sites, companies, hardware,

software;

The word <Abingdon> or any derivation;

o Birthdays and other personal information such as addresses and phone
numbers;

o Word or number patterns like aaabbb, gwerty, zyxwwvuts, 123321, etc.
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o Any of the above spelled backwards; and
o Any of the above preceded or followed by a digit (e.g., secretl, 1secret).

Strong passwords have the following characteristics:

o Contain both upper and lower case characters (e.g., a-z, A-Z).;

o Have digits and punctuation characters as well as letters, e.g., (0-9,
1@#$%"&*()_+|~ =\"{}[]:”;><>?,./). (Note: Not all systems allow for the
use of these characters);

o Are not a single word in any language, slang, dialect, jargon, etc.;
o Are not based on personal information, names of family, etc.; and
o Passwords should never be written down (unless store in a locked safe for

recovery purposes) or stored on-line. An attempt should be made to create
passwords that can be easily remembered yet hard to guess. One way this
can be done is to create a password based on a song title, affirmation, or
other phrase. For example, the phrase might be: “This May Be One Way
To Remember” and the password could be: “TmBIw2R!” or
“Tmb1W>r~" or some other variation.

Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

15. Remote Access Policy (Specific)
Policy Purpose

The purpose of this policy is to define standards for connecting to the Town of
Abingdon’s network remotely. These standards are designed to minimize the potential exposure
such as loss of sensitive or confidential data and damage to Town’s public image, and
information systems.

Policy Scope

This policy applies to all Town of Abingdon employees including but not limited to full-
time, part-time, volunteer, temporary employees, and Town of Abingdon employed contractors,
who develop, use, operate, or manage Town information systems. An authorized user is an
individual who has been granted access to a specific system by the Department of Information
Technology per individual department’s approval.

Remote access implementations that are covered by this policy include, but are not
limited to, remote modems, frame relay, ISDN, DSL, VPN, SSH, wireless, and cable modems.
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Policy Description

Remote access is granted for authorized Town work only as follows:

o All remote access to Town's network will be accomplished via a secure
remote access method (i.e., strong authentication, Virtual Private Network
(VPN), controlled dial-in/dial-out, firewall demilitarized zone (DM2Z).

o Access from a remote site to the Town network that contains sensitive or
restricted information requires extended identification and authentication
procedures.

o All employees accessing the Town network from remote hosts will use

Town-provided equipment and will exercise due diligence in ensuring that
their systems (both hardware and software) are free from computer viral
infection and unauthorized use.

o When an authorized user leaves Town employment or transfers to another
Town department, office or agency, all existing remote access services
will be terminated. Remote access will have to be re-justified and re-
established for any new Town position. Town-owned hardware must be
returned to the Town.

Please review other chapters of the Town of Abingdon Information Security policies for
details of protecting information when accessing the Town network remotely, and acceptable use
of the Town's network.

Policy Implementation Responsibilities

Responsibility for implementation of this policy is as follows:

Department of Information Technology’s Responsibilities:

o Ensure that policy documents and associated guidelines for remote access
usage reflect the Town’s mission, goals, and values;

o Provide liaison with other departments regarding remote access usage;

o Manage the infrastructure for remote access for Town authorized users;
and

. Determine the risk of remote access and implement acceptable, approved

solutions to manage the risk.

Departmental Responsibilities:
Ensure that all Town and departmental remote access policies and guidelines are
implemented and reviewed for compliance;

o Manage and approve end-user business case requests for remote access
and resources; and

o Notify DolT when remote access is no longer required for a specific
employee.
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End-user Responsibilities:

. Follow Town and departmental policies, practices, and guidelines as they
relate to remote access; and
o Follow Town and departmental policies regarding information disclosure.
Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

16. Risk Assessment Policy
Policy Purpose

The purpose of this policy is three-fold. First, the policy identifies and authorizes
individuals charged with the responsibility of assessing risk for the Town of Abingdon’s
information systems. Second, it identifies the security policies and procedures to be enforced in
order to initiate appropriate remediation. Third, it requires periodic information security risk
assessments for the purpose of determining areas of vulnerability for those information systems.

Policy Scope

The Department of Information Technology may conduct risk assessments on any Town
of Abingdon information system. This includes but is not limited to any information system,
application, server, network, facility, and/or any process/procedure by which these systems or
facilities are administered and/or maintained.

Policy Description

The performance of risk assessment is an important business function that identifies and
secures vulnerabilities within an information systems environment.

The execution, development, and implementation of vulnerability remediation require the
full cooperation of the Department of Information Technology and the user department. It is the
joint responsibility of the Risk Assessment Team (as defined below) and those responsible for
the area being assessed to perform effective remediation.

Furthermore:

o The Department of Information Technology and Municipal Auditing will
appoint the members of the Risk Assessment Team for a specific
information system;

o All risk assessment findings will be documented and provided to the
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parties identified at risk assessment commencement. All risk assessment
findings are confidential; and

o Identified vulnerabilities will be assessed for criticality. Vulnerabilities
that endanger the Town’s resources shall be remediated immediately.

Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

17. Security Awareness, Training and Education Policy
Policy Purpose

Security Awareness Training and Education (SATE) is key to eliminating the Town’s
exposure to both malicious threats and accidental errors and omissions. SATE is not only
defined as industry best practices, it is also a statutory requirement for dealing with sensitive
information such as defined in the Health Insurance Portability and Accountability Act (HIPAA).
This policy sets forth a minimum standard for SATE to reduce the Town’s risk. Each
department is responsible for ensuring that all employees are trained to at least this minimum
standard. In certain situations it will be necessary for departments to provide additional training.

A secondary purpose of SATE is to document employees’ knowledge and understanding
of policies and procedures, allowing for development of good working habits and disciplinary
action when required.

Policy Scope

This policy applies to all Town of Abingdon employees including but not limited to full-
time, part-time, volunteer, temporary employees, and Town of Abingdon-employed contractors,
who develop, use, operate, or manage Town information systems.

Policy Description

The term “Security Awareness” is considered the daily “moment-by-moment” awareness
level while the term “Security Training” relates to the basic training all employees need to build
their basic security skills. Security Awareness is partially a by-product of training, but is also the
result of environmental factors.

Most Town employees only need the minimum level of security training as follows:

o Incorporate basic security training for all new hires.

. Include in the training curriculum awareness of “social engineering”
techniques that hackers use to gather information.
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° Explain to employees that their departments are the “owners” of the data
and they need to assist DolT in its safekeeping.

. Explain to employees the difference between “public” records and the
need to keep some information “confidential.”
o Define user’s responsibilities.
o Define how violations will be handled.
Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

18. Software, Copyrights, and Licensing Assurance Policy
Policy Purpose

This document provides guidance and procedures for implementing controls over
copyrighted computer software throughout the Town of Abingdon, Virginia. Most software
available for use on Town computers is protected by federal copyright laws. The Town is not
exempt from the laws governing copyrights. In addition, software is normally protected by a
license agreement between the purchaser and the software owner. The software provided
through the Town for use by employees, volunteers, and contractors may be used only on
computing equipment as specified in the various software licenses.

Policy Scope

These guidelines apply to all Town of Abingdon, Virginia employees, Town employed
contractors, and volunteers, who develop, use, operate, or manage software applications on
Town owned or operated computers.

Policy Definition

It is the policy of the Town of Abingdon, Virginia to respect the copyright protections
given to software owners by federal law. It is against Town policy for employees, volunteers,
and contractors to copy or reproduce any licensed software on Town computing equipment,
except as expressly permitted by the software license. Unauthorized copies of software may not
be installed by individuals on Town-owned computers. Town-owned software may only be
installed on Town-owned or authorized equipment.

No software may be installed, copied, or used on Town of Abingdon, Virginia
information systems except as permitted by the owner of the software and by law. Unauthorized
use of copyright-protected material (including, but not limited to, graphic images, movies, music,
and software) is a serious matter and is a violation of federal law. Any individual who
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reproduces and/or distributes copyrighted material without permission and in excess of "fair use"
may be at risk for the penalties of copyright infringement.

Given the above statements, the Town prohibits the illegal use of software and/or
violations of software license agreements.

General Responsibilities

The Department of Information Technology shall:

o Develop and implement a plan to ensure Town-wide compliance with all
laws covering software;

J Install software, inventory existing software, and maintain software on
servers and workstations;

. Monitor the Town’s implementation of these procedures;

. Ensure compliance with these policies; and

o Investigate reports of license violations and other infringements.
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Users shall:

. Use software according to this policy;

o Not download or store any software products on Town-owned
workstations or servers, for which the Town does not have a valid license
to use; and

. Not install any software without prior authorization from DolT.

Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

Definitions

Copyright— A copyright is a body of legal rights that protect creative works from being reproduced,
performed, or disseminated by others without permission.

Software License Agreement — A software license agreement is a legal contract between a software
application author or publisher and the user of that application.

19. Third-Party Information Technology Service Organization Policy
Policy Purpose

This document describes information security requirements for third-party information
technology (IT) service organizations that engage with the Town. A third-party IT service
organization is defined as an organization that manages and delivers application capabilities to
multiple entities from a data center across a wide area network (WAN), such as application
service providers (ASPs) and hosting service organizations (HSOs), or supports applications or
systems that are physically located at Town facilities through either remote access or local
connections.

Policy Scope

This policy applies to any use of third-party IT service organizations by any Town
department.

Policy Description
Requirements of Project-Sponsoring Organization

The project-sponsoring organization must first establish that its project is appropriate for
third-party service and must confirm that the chosen vendor complies with this policy. If the
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system or application is to be outsourced, a risk assessment must first be completed to determine
what necessary controls must be implemented.

Requirements of the Third—Party IT Service Provider

The Third-Party IT Service Provider, if providing hosting services, must agree to share
description of policies and controls that will be utilized to protect the Town’s information. The
Third-Party IT Service Provider must also regularly have an independent audit performed to
ensure compliance with those policies and proper implementation of controls.

All Third-Party IT Service Providers must be in compliance with existing Town security
policies, including the Remote Access Policy.

The Third-Party IT Service Provider will ensure that any computers or systems connected to
Town computers, networks or systems will be patched to the vendor’s recommended level and
be scanned for viruses with the most recent signatures available. The Third-Party IT Service
Provider will not use any remote control software that is disallowed by Town policy, unless
otherwise agreed upon.

Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.
Definitions

Application Service Provider (ASP) — ASPs combine hosted software, hardware and
networking technologies to offer a service-based application, as opposed to a Town-owned and
operated application; and

Project-sponsoring organization — The group within the Town that wishes to use the
serves of an ASP.

20.  Virtual Private Network (VPN) Policy
Policy Purpose

The purpose of this policy is to provide guidelines for Remote Access through Virtual
Private Network (VPN) connections to the Town’s trusted network. This policy will cover

single connections from an individual workstation to the Town’s network. This policy does not
cover point-to-point VPN connections (branch to branch tunnels) between two networks.

Page 37 of 42



Policy Description

o Approved Town employees and authorized third parties (visitors, vendors,
etc.) may take the benefits of VPN. The user is responsible for providing
the connection between the computer and the Town’s VPN device namely
the Internet connect. Further details may be found in the Remote Access
Policy.

o It is the responsibility of all users with VPN privileges to ensure that
unauthorized users are not allowed access to the Town owned computers
Or resources.

o VPN access will be controlled using assigned user 1Ds and passwords.

o When connected to the Town network via VPN, only authorized traffic to
and from Town resources will travel through the VPN tunnel and all other
traffic will be dropped or directed to user’s Internet connection.

. VPN gateways will be set up and managed by DOIT.

. All computers connected to the Town’s internal networks via the VPN
must have up-to-date security patches and approved anti-virus software
with up-to-date virus definitions.

. Only Town provided VPN clients may be used.

Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.
21.  Wireless Network Communication Policy

Policy Purpose

The Wireless Network Communication Policy is intended to govern the connection of
wireless devices to the Town’s network.

Policy Scope

This policy covers all wireless entry points (including but not limited to ‘wireless access
points’).

Policy Description
Due to the extreme vulnerability of wireless networks, all wireless systems
implementation must be approved by DOIT to ensure that the correct level of protection is

provided for the information and system.
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Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

22. External Link Policy
Policy Purpose

The purpose of this policy is to provide guidelines for handling requests to link to any
Town-owned website(s) or to have a link placed on any Town-owned website(s).

Policy Scope

This policy applies to all Town employees, contractors, consultants, temporary, and other
workers, including all personnel affiliated with third parties accessing, linking to, or linking from
any Town-owned website(s).

Policy Description

e Links may be made to the following types of external websites, provided the
websites have a registered web address (URL) and are appropriate for all ages:
o Non-profit community service organizations that provide information
which is relevant to the functions and services provided by the Town;
o Official federal, state and local government websites;
o Homeowners' associations; and
o Businesses and organizations within the Town of Abingdon.

e Links may not be made to the following external websites:

Websites that contain or promote illegal material or activities, such as hate
speech or obscene content websites that contain patently false or misleading
information;

o Sites for religious or political organizations or candidates including political
action committees, or sites that advocate positions on issues including but not
limited to legislation or ballot questions; and

o Individual or personal websites.

e Discretion will be used when considering links to sites that contain real time
components, such as chat rooms and bulletin boards. These sites may not be
appropriately monitored or edited by the host and participation criteria may not be
posted on the site. Decisions pertaining to such links will be made by the Office
of the Town Manager.
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e The Town of Abingdon does not link to commercial websites, with the following
exceptions:
o Utility companies serving Town of Abingdon residents; and
o Local "web portals™ which direct users to community services in Town of
Abingdon.

e Organizations may link to the Town's website with or without the Town's
permission. When a request is received, the requesting organization should check
the link periodically as information or page structures may change over time.

Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.

23. Mobile Data Security Policy
Policy Purpose

The purpose of this policy is to provide information regarding mobile data
communications within the Town of Abingdon including, but not limited to, Mobile Broadband,
4G cellular data, Wi-Max communications, and all other forms of cellular-based data
communications as well as portable devices such as PDAs, iPads, laptop computers, tablet PCs,
and smartphones. Sensitive data requires multiple types of protection so that the confidentiality,
integrity, or availability of data cannot be degraded by compromise of a single protection
mechanism. For this reason, access to sensitive data stored on mobile data media must be both
logically and physically secured.

Policy Scope

This policy applies to all Town employees, contractors, consultants, temporary, and other
workers, including all personnel affiliated with third parties using mobile data communications.

Policy Description

a) Logical Security: Logical security includes IT protection mechanisms
to limit users' access to information and to restrict their access levels based on the
rule of least privilege. Logical access controls are built into operating systems,
and may be part of the logic of applications programs or database management
systems. They may also be implemented by add-on security packages, such as
Radius and Kerberos. Such packages are available for a variety of systems,
including PCs and mainframes. Additionally, logical access controls may be
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present in specialized components, such as remote access servers, that regulate
communications between computers and networks.

An example of logical security of data is the assignment of a power-on password
to access a laptop computer. Implemented logical access controls should be
geared to the risks to and sensitivity of the data.

b) Physical Security:  Physical security includes physical protection

mechanisms which restrict physical access to the data storage medium itself. An
example of physical security of data is placing the medium in a locked office or
file cabinet. The requirements for physical security of mobile storage media
should be geared to the risks to and sensitivity of the data.

Effective practices for physical security of mobile storage media include:

Requiring use of locking security cables on mobile computers;

Locking all offices where sensitive data is stored; and

Restricting the use of USB and Firewire based storage hard drives and flash
drives; and

Checking mobile storage media (for example, laptop PCs, CDs, DVDs, USB
drives) in and out of agency facilities and documenting where the media is
heading.

Enforcement

Persons who fail to comply with any of the provisions of this policy shall be subject, at a
minimum, to disciplinary action in accordance with the Town’s Personnel Operating Procedures.
Other administrative disciplinary actions may be taken in accordance with the disciplinary policy
as provided in The Employee Handbook of the Town of Abingdon.
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INFORMATION SYSTEM TECHNOLOGY
SOCIAL MEDIA POLICY

APPENDIX A: Sample Posting Requirements

Posting Requirements

The purpose of this site is to present matters relevant to the services, activities, local
political issues, or policies of the Town of Abingdon. We encourage you to submit your
questions, comments, criticisms and concerns, but please note that this is a moderated online
discussion site and not a public forum.

Material covered by these posting requirements includes not just comments, but also
images and links to other sites. The Town reserves the right to remove any material that, in
whole or in part, does not comply with these posting requirements or applicable law.

The Town also reserves the right to remove material that (i) contains anything vulgar or
sexually explicit; (ii) is spam; (iii) advocates or depicts illegal activity; (iv) targets or disparages
any ethnic, racial, religious, gender or other type of group; (v) contains personal attacks of any
kind; (vi) promotes private business ventures, services or products; (vii) campaigns for public
office or promotes a political organization; (viii) infringes on copyrights or trademarks; or (ix) is
off topic.

In addition, the Town reserves the right to remove material containing computer viruses
or that otherwise may disrupt, damage or restrict the use of any computer software or hardware
or telecommunications equipment.

The content manager for this site is . Please note that
material posted on this site or links created by anyone other than the content manager does not
reflect the opinions and position of the Town of Abingdon. If you have any questions
concerning the operation of this online moderated discussion site, please contact

at
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